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EXECUTIVE SUMMARY

WP7 is responsible for developing ICT platforms (Personalised Care Plan Development Platform &
Coordinated Care and Cure Delivery Platform) and supporting Clinical Decision Support Modules, in
order to enable multidisciplinary team of health and social care givers to collaboratively create, execute
and monitor personalised care plans, through reconciliation of clinical guidelines for individual
diseases.

Task 7.4 concerns two main strands of work: i) implementation of the Coordinated Care and Cure
Delivery Platform (C3DP), which acts as a workflow engine to facilitate organisation, planning, and
monitoring of integrated care activities, and to enable flagging of unperformed activities and unmet
goals for later follow up within the scope of a personalised care plan, and ii) integration of all C3-Cloud
software components that have been developed in work packages 5, 6 and 7, and local Electronic Health
Record (EHR) and Identity Provider (IdP) systems of the pilot sites.

The deliverable D7.4 focuses on the second strand of work, by presenting the integration activities that
have been realised to achieve the end-to-end (E2E) integrated C3-Cloud software system, which will
be deployed to three different pilot sites for long term operation and evaluation. The first strand has
already been presented in detail in D7.3, due Month 22 of the project. This deliverable has been reserved
for integration activities. This document first presents the initial conceptual software design and the
final realised software architecture. Then, the objectives and major features of the C3-Cloud software
components are presented, and when necessary by referring to the dedicated deliverables, explaining
the components in detail. After recapping on the software components and their objectives, it presents
in detail how integration is achieved between different pairs of C3-Cloud components and pilot site
EHR and IdP systems. Ten main combinations of integration activities are presented.

Task 7.4 started in month 9 (1st January 2017) and will end in month 26 (30 June 2018).
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1. DOCUMENT OVERVIEW

1.1. Purpose

The purpose of this deliverable is to describe the end-to-end (E2E) integrated C3-Cloud software system
for integrated and personalised care plan management of multi-morbid elderly patients with the
involvement of a multi-disciplinary care team who are supported with Clinical Decision Support
services, implementing evidence based clinical guidelines, and communicating with the patients and
their informal care givers. The E2E integrated C3-Cloud system is the final merged outcome of the
technical work packages 5, 6 and 7 of the C3-Cloud project.

1.2. Outline of the deliverable

The report on the C3-Cloud Personalised Care Plan Development Platform (PCPDP) demonstrator is
organized as follows:

e Section 2 presents the objectives and major features of the C3-Cloud software components, and
when necessary by referring to the dedicated deliverables explaining the components in detail.

e Section 3 presents in detail how integration is achieved between different pairs of C3-Cloud
components and pilot site Electronic Health Record (EHR) and Identity Provider (IdP) systems.
Ten main combinations of integration activities are presented.

e Section 4 concludes the main document, by referring to the future plans for remaining
integration work and deployment.

e Section 5 lists the references.

e Section 6 provides the integration storyboard as an appendix, which has been developed starting
from the beginning of the 2" year of the project, in order to facilitate the development and
integration activities within the C3-Cloud consortium.

1.3. Context

In the C3-Cloud architecture, Coordinated Care and Cure Delivery Platform (C3DP) is the digital multi-
actor knowledge exchange environment for shared and informed decision making during management
of the personalised care plans of the elderly with chronic diseases. In order to achieve the functionality
of this platform, existing patient electronic health records received from the local EHR systems via C3-
Cloud Technical Interoperability Suite (TIS) and Semantic Interoperability Suite (SIS) and patient
reported observations and feedback from the C3-Cloud Patient Empowerment Platform (PEP) are taken
into account in care planning. Furthermore, C3-Cloud Clinical Decision Support (CDS) services are
utilised for enabling personalised goal recommendations (e.g., blood pressure targets, dietary targets)
and intervention recommendations (e.g., medication therapies, guidance on contradicting medications,
laboratory test requests, referrals to specialists, scheduling follow-up timings) to the care team
members, based on clinical guidelines for individual chronic diseases and reconciliation rules for
disease combinations, as defined by the C3-Cloud clinical experts.

In the Description of Action (DoA), there are two closely linked tasks and corresponding deliverables
that are involved in personalised care plan management:. Task 7.3 - Personalised Care Plan
Development Platform (PCPDP); and Task 7.4 - Development of Coordinated Care and Cure Delivery
Platform (C3DP) through Integration of C3-Cloud Components. PCPDP handles the creation and
editing of a personalised care plan by care team members, while C3DP provides the holistic platform
that acts as a workflow engine to facilitate organisation, planning, and monitoring of integrated care
activities and flagging of unperformed activities and unmet goals for future follow-up, within the scope
of a personalised care plan. Although PCPDP and C3DP are located in separate tasks, this does not
mean that there are separate (Web) applications for editing and follow-up of a care plan. In order to
prevent confusion among the C3-Cloud partners, it has been agreed to position PCPDP as a sub-
component of the C3DP during the architectural design phase. Hence, it should be noted that PCPDP
and C3DP can be used interchangeably in the remaining of this document. The name of the Web
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application, which is the single-page entry point for the care team members for care plan management,
is C3DP.

The details of the C3DP, in this respect, have already been presented in D7.3 [D7.3]. Besides all of
these, Task 7.4 has another important role: integration of all C3-Cloud software components that have
been developed in work packages 5, 6 and 7, and local EHR and IdP systems of the pilot sites. D7.4 is
focused solely on presenting these integration activities that have been realised to achieve the end-to-
end (E2E) integrated C3-Cloud software system, which will be deployed to three different pilot sites
for long term operation and evaluation.

1.4. Abbreviations and Acronyms

Abbreviation Definition

ATNA Audit Trail and Node Authentication

BC Basque Country

C3DP Coordinated Care and Cure Delivery Platform
CRUD Create, Read, Update, Delete

Dp Depression

E2E End-to-end

EHR Electronic Healthcare Records

GP General Practitioner

FHIR Fast Healthcare Interoperability Resources
HF Heart Failure

HL7 Health Level Seven

HTTP Hypertext Transfer Protocol

HP Health Professional

IdP Identity Provider

PCPDP Personalised Care Plan Development Platform
PEP Patient Empowerment Platform

PHI Personal Health Information

RF Renal Failure

RJH Region Jamtland Harjedalen

SAML Security Assertion Markup Language

SIS Semantic Interoperability Suite

SPS Security and Privacy Suite

STU Standard for Trial Use

SWFT South Warwickshire NHS Foundation Trust
T2D Type 2 Diabetes Mellitus

TIS Technical Interoperability Suite

ul User Interface
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2. INTEGRATED C3-CLOUD SYSTEM ARCHITECTURE

2.1. Architectural Design

The component diagram of the overall C3-Cloud integrated solution was depicted as in Figure 1 in the
Conceptual Design of the C3-Cloud Architecture at month 8 [D3.3].
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OpenlD Connect API []
Authorize
[ ] FHIR AuditEvent API <<Components>
— =] Personalized Care Plan Definition
<<Component>> DpeniD Platform
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ImportCarePlan £l L]

‘ Autharize
[ PatientDataFhirRestfulQuery [ F'tentDtaFmr 5
PatientDataFhirSubscription l- L 8L
CarePlanFhiRestfulUpdate PatientDataFhir LN CarePlanFhirRestfulUpdateDelete,
{] [ Subscripfian ) v CarePlanFhirRestfulQuery
QueryPatientData, (] L
SubscribePatientData BatientDataFhir <N <<Component=> L
RestfulJptate = | Coordinated Care and Cure Delivery Platform
ConverfToFhir, [

o

ConvertFromFhir arePlanFhir , PatientDataFhirRestfullpdate

Restuldpdate '] PatientDataFhirRestulQuery
M . l ‘ CarePlanFhirRestiulUpdateDelete L
<<Compenent=> "] CarePlanFhirRestiulGQuery
=] Semantic Interoperability Suite

. DeviceDataFhirRestfulUpdate
. QuestionnarieResponseFhirRestiulUpdate
ConvertTaFhir
c HFromFhi . [ ] CareTeamFHIRRestfulQuery
e SafellessageFromPalien SafeMessageFromPatient
O L] PatientFeedbackFHIRRestfullpdate

|

CodeSystem Query Senvice,

; i CarePlanFhi N
EventHandfer, RestfulQuery, 5 i
ValueSet Query Senvice P " (>  DeviceRalaFhirRestiulUpdate,
SafeMessagéToPatient CareTeamFl QuestionnareResponseFhirRestiul
RRestulGy YD
C = :
o T;ﬂf'ﬂ"‘ﬂﬁ;”g;" e L eomponene> L] PatientFesdbackFHIRRestiulUpdate
S] Patient Empowerment Platform [ PatientDataFhiRes
CodeSystem Query Senice TR ¥
valueSet Query Service
4 [ | safemessageToPatient [ W
I, /o

CDS-hooks RESTHul AP

<<Component=>
=] Clinical Decision Support Service

| CD8-hooks RESTul AP [

Figure 1 Conceptual Integrated C3-Cloud System Architecture [D3.3]

The final implemented architecture at the end of month 24 of the project is depicted in Figure 2. All the

software components in the figure are explained briefly in the next section, and the integration among
them are explained in Section 3.

PEP

O % C3DP ﬁ\
Event AP %\ 5

FHIR Repository cos 1’°°"5 Drug lﬂTractlans

CDS Services
Rt
FHMPI

r_
@ f’o Terminology Mapping
OAuth2 Structural Mapping
SPS TIS g sis
Local IdP Local EHR

Figure 2 Final Integrated C3-Cloud System Architecture
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2.2. C3-Cloud Software Components

2.2.1. Technical Interoperability Suite (TIS)

The Technical Interoperability Suite (TIS) provides interoperability interfaces to enable seamless data
exchange with the local care systems. This considers that the data exchange protocols and clinical data
models are heterogeneous across C3-Cloud components, while there exist different EHR systems
utilized in each local care site. TIS provides a standard-based data exchange protocol to enable
information exchange between local care systems and C3-Cloud components, such as C3DP. The EHR
API and operational environment vary from local care system to system. In order to provide maximum
flexibility and extensibility, TIS is implemented as an extract, transform and load (ETL) software
development kit (SDK). TIS utilizes the ETL model to pull patient data out of a local EHR system
through its native API, convert the data into FHIR with support of the Semantic Interoperability Suite
(SIS), and push the transformed FHIR data into the C3-Cloud FHIR repository. The core of TIS is an
ETL engine, which is able to schedule and execute ETL tasks. TIS also provides an extensible library
of functions, on top of which it is easy to assemble an ETL task for integration with an EHR data source.
The technical implementation of TIS is based on Spring Boot and Java 8. The HAPI FHIR library is
used for FHIR resource processing. The deliverable D6.1 provides more details of the architecture
design and implementation [D6.1].

TIS provides both a web-based user interface for system administrator to execute or schedule an ETL
task, and a RESTful service API for other C3-Cloud components, such as C3DP, to trigger an immediate
ETL action, so as to get the latest patient data. Figure 3 shows a screenshot of Ul for scheduling an ETL
task. Figure 4 shows an example of sending a HTTP request to the RESTful API to trigger an instant
import of the latest data of a specific patient from OSAKIDETZA. The service simply returns a 202
HTTP response, once the request is processed successfully.

] T P
™ [ TIS Control Panel x W
< C' | © localhost:8080/task/schedule % D VY :

|

TIS Control Panel R Admin
| L

28 ETL Task

88 Schedule Task

Y Patient
| Run the task:
|
| ° One time Repeat Daily Weekly Monthly
|
|
| Start: °Now
|
|
|
|

n Cancel

|
\
|

Figure 3 TIS schedules an ETL task
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Http Request:

POST /api/import HTTP/1.1
Host: Llocalhost

Content-Type: application/json
Cache-Control: no-cache

{
"patient” : "123456",

"source" : "osaki"

}

Http Response:

HTTP/1.1 202 Accepted
Content-Length: ©

Figure 4 RESTful API to import the latest data of a patient

2.2.2. Semantic Interoperability Suite (SIS)

The Semantic Interoperability Suite (SIS), handles both structural mappings among different
information models and resolves semantic mismatches due to the use of different terminology systems
and different compositional aggregations, used to represent the same clinical concept. Due to local

implications of terminologies used, the SIS is developed in close relation with the pilot sites.

Two different types of mappings are performed in the semantic interoperability suite: structural
mappings and semantic mappings. Structural mappings are involved in the translation between local
pilot sites data in local format and FHIR resources data format used in C3-Cloud. Semantic mappings
perform the transcoding between coding systems used in local sites and within C3-Cloud components.

The functional requirement specifications for SIS can be summarised as follows:

e SIS maps input data from pilot sites, provided in their local format, to corresponding FHIR

resources.

e SIS provides coding values and related coding system used from locally coded pilot site data.
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Figure 5 Semantic Interoperability Suite Architecture

The architecture of the SIS is provided in Figure 5. SIS is articulated around two main sub-components:
SIS Structural Mapper and SIS Semantic Mapper.

1. SIS Structural Mapper: The structural mapper of SIS is the internal SIS sub-component in
charge of the generation of FHIR resources, which have to be filled with data provided in pilot
site local format by TIS. To achieve its purpose, the structural mapper consists of pilot site
dedicated local format mappers. These mappers provide precise mappings to create
correspondence to every relevant data exported by the pilot site to its correct interpretation and
place in FHIR resource. FHIR resources mapped from pilot site data are defined in the C3-
Cloud data dictionary, which is defined in D6.1 - C3-Cloud Technical Interoperability
Implementation Guidelines and Open Source Toolkits.

2. SIS Semantic Mapper: The semantic mapper of SIS is in charge of transforming, using the
HeTOP service [HETOP], the vocabulary used to describe data exported by pilot site into
standard codes that will be used in the high-level components of C3-Cloud. A clinical concept
mapping sheet is being maintained as the source of truth, which includes all the clinical
concepts that are needed by the CDS services, in reference terminologies like SNOMED-CT
and WHO ATC, and all the local codes that are used by the pilot sites for these concepts.

The main characteristics of the prototype development are the following:

e (C3-Cloud SIS is implemented as a fully deployable exchange suite, running on independent
Docker containers.

e |tis based on HTTP communication standards, with embedded JSON content.
e It supports FHIR inputs and outputs, and previously mapped local format pilot site inputs.
e SIS is developed using Java 8 Maven.

o Regarding the terminology server, Python 3 is used to develop an application that reads the
mappings from use case files and creates an HTTP service (Flask) that is able to achieve the
tasks listed in the specifications.

e The C3-Cloud Semantic Interoperability Suite can be easily deployed by running its related
Docker image as containers.

The Structural Mapper generates JSON encoded FHIR resources. The semantic mapping is based on a
pre-filled registry containing, for each concept, the corresponding code(s) for each site’s terminology,
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and the code used as reference by C3-Cloud. The registry is continuously updated, via a dedicated
service method during the time of the project. Multiple codes can be specified for a single concept if
the used terminology has several codes corresponding to the concept (narrower-than relation). Multiple
terminologies are used as reference, in order to match each concept exactly.

The semantic mapping service is called in two different scenarios:

e Inside the 6.2 interoperability suite, in order to perform the transcoding of local codes to
standard codes.

e By C3DP, in order to match patient data coded in pilot sites’ terminologies to the clinical
concepts that are needed by the CDS services.

Both the Structural Mapper and Semantic Mapper expose a REST API for integration with other C3-
Cloud components, but a simple user interface has been developed for the Semantic Mapper as well.
This Web-based Ul is available at http://cispro.chu-rouen.fr/c3-cloud/, where it is possible to review
the existing mappings, build HTTP GET mapping requests and see the server's response. An example
request is provided below:

localhost

Request tester:

T and subrmit it 10 see the generated URL and the server's response

from which site?

mapping a code between two sites:

for what code?

to which site?

es/ecieMaps/Drowser/index

Figure 6 SIS Semantic Mapper Demo Ul

In this example, the request is to map 163.9 in CIE-10 code system, which is used by the OSAKIDETZA
pilot site, to the reference terminology, which is SNOMED-CT International in this case. A JSON-
encoded FHIR ConceptMap resource is provided as a response, describing the URLSs of the input and
output code systems and their versions (CIE-10 and SNOMED-CT respectively), the input code and the
corresponding code in the target system (the SNOMED CT code 432504007 for cerebral infarction). It
also shows the type of relation; equivalent in this case, meaning that the two codes are identical.

Example HTTP requests for the SIS Structural Mapper can be done via the Postman collection
containing the test patient data  resources  provided by the pilot sites:
https://www.getpostman.com/collections/41b7828a06c57795743a

The details of the Semantic Interoperability Suite are explained in the deliverable D6.2 [D6.2].
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2.2.3. Security and Privacy Suite (SPS)

The Security and Privacy Suite (SPS) is responsible for authentication and authorisation of Care Team
Members, while they are managing personalised care plans of patients and accessing sensitive personal
data; and ensuring that all data exchange within and across C3-Cloud software components is encrypted
and properly auditable.

In the C3-Cloud architecture, the patient’s electronic health records received from the local EHR
systems via the Technical Interoperability Suite (TIS), patient reported observations from the Patient
Empowerment Platform (PEP), and the care plan of the patient managed through Coordinated Care and
Cure Delivery Platform (C3DP) are all managed in the C3-Cloud FHIR Repository. Hence, each of
these client apps, i.e. TIS, PEP and C3DP needs to be authenticated and authorized to access (read,
write, update) patient data to C3-Cloud FHIR Repository, via the functionalities provided by the SPS.
All such operations need to be logged for ensuring accountability via SPS.

Security and Privacy Suite

= | SPS Server

Authorize Authorize
OpenlD Connect API

SPS Manager

= | Single-Sign-on Ul 32 Palicy
Managemement Ul

% | Audit Viewer Ul ] User and Client
Registration

8]

= | Audit Record Repositoy
FHIR AuditEvent API

FHIR AuditEvent

Figure 7 SPS Software Architecture

The SPS has three sub-components, as shown in the architecture diagram in Figure 7:

C3-Cloud SPS Server provides services for user registration, privacy policy management and
endpoints defined in OpenlD Connect 1.0 standard [OPENIDCONNECT] to perform
authentication and authorization (Authorization Endpoint, Token Endpoint, etc.). By
implementing OpenID Connect API, it serves C3-Cloud Identity Provider (1dP), which is the
default IdP when the IdP of some users (e.g., social care workers) of the pilot sites cannot be
integrated within the scope of the project. The SPS Server also manages the C3-Cloud Access
Control Policy Store.

C3-Cloud SPS Manager is a web application for representing the functionalities of C3-Cloud
SPS Server with the following user interfaces; single sign on Uls, policy management Ul, client
registration Ul, user registration Ul and audit viewer Ul.

Audit Record Repository is a FHIR repository that maintains audit trail records implemented
as FHIR AuditEvent resource. In C3-Cloud architecture, the C3-Cloud FHIR Repository is used
as the Audit Record Repository.
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The SPS is based on onAuth security and privacy framework of SRDC, which has been implemented
within the scope of not just C3-Cloud but also further international and local projects of SRDC. It is a
generic framework to cover the needs of healthcare and other vertical domains. It implements the widely
preferred modern authorization specifications, such as OpenlD Connect 1.0 and OAuth 2.0. Each user
is authenticated with the OAuth 2 flow and authorized for the allowed scopes with a JWT token. This
token is exchanged between components to ensure that a user / system is authorized. User / system
credentials are stored in MongoDB and Redis databases.

&¥cacLoup BE EN & anna_svensson -
# Dashboard
#Manage Clients v Dash boa rd
Approved Applications
List of Users
Show 10 v Entries Search:
Nurse Social Care Worker Practitioner Patient
First Name Last Name Username
Helene MM helene_mm
Stina Ek stina_ek
Erik Larsson erik_larsson
Anders Blom anders_blom
Martina LC martina_lc
Anna Svensson anna_svensson
Biinyamin Sangil bunyamin
ZRefresh

Figure 8 SPS Manager Dashboard

It should be noted that patient authentication into the Patient Empowerment Platform (PEP) is not within
the scope of SPS, but managed by the PEP itself.

SPS is explained in detail in D6.3 [D6.3].

2.2.4. Clinical Decision Support (CDS) Services

The Clinical Decision Support Services are supporting modules of C3-Cloud Coordinated Care and
Cure Delivery Platform (C3DP). The CDS Modules enable the reconciliation of clinical guidelines for
individual diseases, risk stratification, poly-pharmacy management and care plan goal setting and
monitoring. As part of C3DP platform, CDS services access patient data from different sources to
subsequently fuse and analyse all these data. This is accomplished in order to: perform risk assessment
and stratification of candidate elderly people for inclusion in integrated care programmes; reconcile
clinical guidelines for individual diseases to develop personalised care plans; detect and propose
resolutions for guideline clashes; detect duplicate, unnecessary or contraindicating medications; and
monitor and detect deviations from the outcome goals set in a patient’s care plan.

In the scope of C3-Cloud, the project focuses on elderly patients who have at least 2 out of 4 chronic
diseases:

A. Diabetes Mellitus type 2 (T2D)
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B. Renal Failure (RF) (including eGFR/GFR 30-59; excluding eGFR/GFR<30)
C. Heart Failure (HF) (including NYHA I-I1; excluding NYHA 111-1V)
D. Depression (Dp) (mild/moderate conditions only)

Based on NICE guidelines, CDS services are developed to support care planning for the 4 specific
diseases and their combinations, including:

Blood pressure management

Lipid management

QRISK2

HbAlc targets

Blood glucose management
Diabetic foot complication
Diabetic nephropathy management
Diet management

Lifestyle advice

CKD referral

CKD eGFR-control frequency
CKD CVD prevention & treatment
CHF vaccination

CHF fluid management

CHF first line treatment

CHEF second line treatment
Depression assessment

Mild to moderate depression treatment
Antidepressant treatment
Education materials

These guideline-based services are implemented as FHIR based CDS Hooks services, with decision
logic encoded in Guideline Definition Language (GDL) version 2. GDL is a formal language used to
express clinical rules and guidelines in a machine-readable format by leveraging semantically
interoperable EHR standards. GDLv2 supports FHIR and CDS Hooks. The project uses the GDL Editor
software to develop both the CDS guideline definitions and CDS Hooks services. The editor software
is developed by Cambio Healthcare Systems, member of project consortium. Figure 9 shows a
screenshot of the editor. More details on the CDS modules and their technical implementation are
available in deliverable D7.2 [D7.2].
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Figure 9 GDL2 Editor

In addition to the guideline-based services, a RESTful service is developed on top of a drug-drug and
drug-disease interaction database provided by Pharmaceutical Information Centre Ltd
(Laaketietokeskus Oy). The service makes the interaction database accessible through Web API, so
C3DP can use it to enhance guideline reconciliation and polypharmacy management.

2.2.5. C3-Cloud FHIR Repository

C3-Cloud FHIR Repository acts as the centralized data repository for existing clinical data of the
patients and newly created care planning related data. It stores the data, which arrive from EHR systems
via TIS and newly created or updated care plan data from other C3-Cloud components like C3DP and
PEP, as HL7 FHIR [FHIR] resources. SRDC provides its FHIR Repository product named onFHIR for
free for this purpose [ONFHIR], but any other FHIR STU3 server can be used as well. A public
deployment of SRDC onFHIR Repository to be used for testing and development purposes in C3-Cloud
is available since April 2017, first at http://app.srdc.com.tr/fhir/stu3 and then at
http://app.srdc.com.tr/c3cloud/fhir. onFHIR was tested successfully at the 15th FHIR Connectathon in
Madrid on 6-7 May 2017. FHIR specification conformance of onFHIR has been validated by the
Crucible and Touchstone FHIR testing tools and onFHIR performs at the top among tens of FHIR
servers. onFHIR also outperforms the publicly available FHIR servers both in read and write operations.
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Figure 10 onFHIR.io

In addition to the open access version, SRDC provided a secured C3-Cloud FHIR Repository at the
beginning of March. This version is integrated with the SPS, which is based on SRDC onAuth security
and privacy framework. It is not possible to access any resource in the secured repository without first
acquiring a valid access token from the SPS. The authorization flow is fully compliant with the Smart
App Authorization specification, which is based on the well-known OAuth 2.0 specification [OAUTH].
The secure version is served at https://app.srdc.com.tr/c3cloud/fhir-secure.

C3-Cloud FHIR Repository is fully compliant with the FHIR STU3 specification. An authorized user
or system can use this FHIR STU3 API to manage patient data. Thanks to C3-Cloud FHIR Repository’s
automatic auditing functionality, audit trail records are kept for each access and manipulation of data
as FHIR AuditEvent resources. These audit resources are available from the same API for authorized
users with administrator roles as any other FHIR resource. For example, the Audit Viewer interface of
the SPS reads the audit records from this API.

C3-Cloud FHIR Repository is also extensible and configurable for adding custom operations over
standard FHIR API. An example for such custom functionalities is the CDS Hooks extension, which is
implemented specifically for the CDS service interaction needs of the C3-Cloud project. C3DP uses
this endpoint to collate all the required patient data needed for calling a CDS service and then doing the
actual call to the CDS service.

onFHIR is implemented natively in Scala, and MongoDB is used as the database.

2.2.6. Coordinated Care and Cure Delivery Platform (C3DP)

The C3DP is the Web application for collaborative and personalized care plan management by the
members of a multidisciplinary team of care (MDT). All the patient data required for care planning is
fetched from the C3-Cloud FHIR Repository, which is continuously fed with existing EHR data of the
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pilot sites via TIS and SIS. C3DP visualizes this data and helps the health professionals to easily manage
the integrated care coordination process for multi-morbid elderly patients. This process is formalized
as a FHIR Care Plan resource, which consists of building blocks like “Goal” and different types of
“Activity” resources.

C3-CLOUD #& Home @ My Patients ﬂ Activities B9 Messages r, 3= GB [ Logout
Active Patients View All Activities View All
(] Jessicalackson 29 Jan 2018 13:00
Age:68 female Follow up to check the results of Statin Treatment
Sven Karlsson
Age: 76 male
Anna Svensson
New Messages View All Notifications View All
General physician
Home % Anders Blom: About Lab Result of Sven Karlsson ) CarePlan Edited!

26 Jan 2018 13:31

My Patients

Activities

Messages

Figure 11 C3DP Home Screen
The major functionalities enabled by the C3DP are:

e Review of medical summary: All the patient data that is provided by the local EHR/EMR
systems, and also by the patient via Patient Empowerment Platform (PEP), -including
conditions, medications, allergies, lab results, vital signs, procedures and social history- are
presented to the care team members in a single location. It is not possible to provide any new
data via the medical summary view.

o Cross-check of all patient data that are needed as input by the CDS services: This is a good
example of a requirement that was not discovered during the requirements analysis or
conceptual design phase, but only after having a working prototype and performing an early
usability analysis with the actual clinical experts, who will use and evaluate the system during
pilot studies. C3-Cloud clinical experts indicated that they would like to see and validate all
patient data to be sent to CDS services for getting personalised goal and treatment suggestions.
Although the C3DP will retrieve all patient data, provided by the local EHR/EMR systems and
integrated via the Interoperability Layer (WP6), clinical experts indicated that there can be
missing or incomplete data even in these sources, and they can complete them via C3DP user
interfaces before calling the CDS services. In order to address this emerging requirement, all
clinical concepts that are checked by the CDS services relevant to the health concerns of the
patient, for providing personalised goal and activity recommendations, are now presented to
the care team members, either in a single holistic list in the “Chronic Disease Profile” view, or
in a more context aware manner associated with each high-level goal (e.g., glucose
management, blood pressure management). For example, the lipid management CDS service
checks the existence of three diseases (and some other parameters like lab results and specific
medications) in its decision tree: type 2 diabetes, chronic kidney disease and cardiovascular
disease. The patient records retrieved from the local EHR system show that the patient has type
2 diabetes, but there is no information about the existence of chronic kidney disease and
cardiovascular disease. The GP of the patient can declare that this patient has also a
cardiovascular disease, which was somehow missing in the patient’s EHR system records. Such
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newly provided patient data, via the C3DP interface, can be provided back to the original
EHR/EMR systems.

Management of the care plan building blocks; goals, activities and education materials:
In addition to the addressed health concerns and risk factors, an integrated care plan is mainly
composed of goals to manage the health concerns and activities (i.e. interventions) to achieve
these goals and improve the associated health concerns. In C3-Cloud, education materials for
the empowerment of the patients are also part of the care plans, while they are treated separately
from the rest of the activities. There are three ways of adding a goal / activity / education
material to a care plan, as follows:

o Manual entry from scratch: Care team members can, at any time, create a goal /
activity / education material themselves via the C3DP user interface.

o Recommendations from the CDS services: Personalised goal, activity and education
material suggestions, provided by the CDS services according to patient data can be
directly added to the care plan of a patient by the care team members, or after some
modifications.

o Transfer from the older care plan: When provided by the local systems of the pilot
sites, it is possible to transfer existing goals and activities from a treatment plan of a
patient into an integrated care plan during its initialization.

“Execution” of a care plan: Integrated care planning is a continuous process. Ideally, an
integrated care plan lives with the patient and is adjusted to the most recent patient context. It
is updated during planned and unplanned encounters of the patient with health professionals
and social care workers, and also with patient provided feedback via the Patient Empowerment
Platform. All updates can be shared with the local EHR/EMR systems, bilaterally as well.
Hence, “execution” of a care plan refers to the continuous follow-up and update of an integrated
care plan. This can happen in a number of ways in C3-Cloud:

o Updating the progress of goals and activities: The status of any goal or activity can
be updated (e.g., a goal can be set as “achieved” or “on-target”) by a care team member.
The patient can also provide feedback on their progress.

o Re-execution of CDS services during planned and unplanned encounters: This is
akin to the CDS service usage for the first time during initialization of a care plan.
Relevant progress in the patient status is reflected in the recommendations of the CDS
services.

o Display of patient provided data: Patient and his informal care giver are active
participants of the care planning process. Goals and activities are decided with his
active involvement, and for an activity that is assigned to themselves, the patient is able
to provide update via the Patient Empowerment Platform (PEP). Patient provided data
includes questionnaire responses, medical device measurements (e.g., blood glucose,
blood pressure), daily meal photographs and more. All patient provided data are
matched with the corresponding care plan items and shown to the care team members.

o Commenting on the care plan items: It is also possible to comment on specific goals
and activities of a care plan, which are visible to the care team members.

Management of the care team: It is possible to invite new care team members to a care plan,
during initialization or at any time. An invitation is subject to the confirmation of the invited
care team member, who is informed via a notification in the system and an email depending on
the preference of the pilot sites. The Care Team Manager, who is always the GP of the patient
in all 3 pilot sites of C3-Cloud, can also remove a professional from a care team, or a member
may want to leave a care team. It is also possible for a health professional or social care worker
to request joining an existing care team for a specific patient. Different roles can have different
rights in the care team; for example, a nurse assistant or a social care worker can see a care plan
but not modify it.
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Communication among care team members and with the patient / informal care giver:

o Asynchronous messaging: C3DP has its own messaging module that enables safe
messaging among all care team members, and also with the patients due to the
integration between C3DP and PEP. HL7 FHIR Communication resource is used for
messaging.

o Organization of tele/video conferences: It will be possible to organize a tele/video
conference session among the care team members (e.g., for a virtual case review
meeting) and also bilaterally between a care team member and the patient. Among all
the functionalities listed in this section, only this one is still in progress as it has strong
dependency on the existing teleconferencing solutions of the pilot sites and integration
work is ongoing. The setup in each pilot site is different for this purpose. This activity
will continue in Task 7.4.

Dashboard view: Dashboard view enables a signed in care team member to quickly go over
the important updates in the care plans of all her patients since the previous login, such as new
messages received, awaiting appointments, new system notifications.

Patient provided data screen: Recently a new screen that collates all the patient provided data
such as vital sign measurements, meal photos, feedback on the care plan and messages to the
care team members has been implemented.

Activity calendar: It enables view and update of scheduled activities of a care team member
on a calendar.

Real-time system notifications: Real-time system notifications are implemented for several
events (e.g., for care plan update, new patient feedback, new message, invitation to a care team,
etc.). When the user is already logged in to the system, such notifications are displayed in real
time. Itis also possible to access care team members via email for offline scenarios. SMS option
was dropped by the pilot sites for real-time clinical notifications.
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Figure 12 Care Plan Initiation Screen
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Figure 14 C3DP Messaging Screen

C3DP is implemented using Angular framework and interacts with other components via web APIs. It
uses several NPM libraries like “fhir.js” which is the FHIR API library for JavaScript.

All the care plan management functionalities of C3DP are explained in detail in D7.3.

2.2.7. Patient Empowerment Platform (PEP)

The objective of the Patient Empowerment Platform (PEP) is to provide access for a patient to the
published care plan and its information and thus increase patient and informal caregiver participation
in decision making. PEP aims to provide computerized means to improve the interaction between
patients and health professionals and provide computerized means to collect relevant data and
information to enable monitoring of care plan related activity status and progress. It directly interacts
with C3DP to be informed about new care plans and updated care plans, and to send back patient
reported observations. It also directly communicates with the supported set of sensor devices to record
patient measurements.

The core user functionalities and features provided to PEP Users are:

e Make published care plans available to the users.
Send reminders to patients to help them comply and stay on track with the interventions and
activities included in the care plan.

e Allow patients to actively collect data related to the care plan activities.

¢ Allow health professionals and patients to communicate with each other using either messages
or video appointments.

e Provide patients with access to relevant self-management material.

e Provide all PEP users with secure access to this information and functionality.
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Figure 15 PEP User Interface

The PEP user application is a modern web application, which allows PEP Users (patients and their
informal caregivers) to access all the functionality to meet the objectives of the Patient Empowerment
Platform. PEP is built on the Medixine Suite product. The Medixine Suite technology stack follows
traditional logic for web-based services and consists of OS (Microsoft Windows Server), Data storage
(Microsoft SQL Server), Web Server (11S) and Programming platform (.NET). The database layer
contains some supporting functionalities, but the actual business logic is built into the application layer.
Configurations for Windows, SQL Server and IIS follow standard conventions, which means that
Medixine Suite can be hosted in practically every environment capable of hosting Microsoft
technologies (Azure, AWS, Google Cloud, private clouds, traditional hosted servers, etc.). The
application logic is based on modern resource-based thinking and is exposed through a REST API that
is structured around those resources. The core logic includes role-based access configuration for
different operations, full audit trails of operations performed in the system, application ecosystem
model, dynamic and extensible data modelling tools, event subscription model for integrations and
extensible support for multiple languages and cultures.

See deliverables D5.1, D5.2 and D5.3 for more details [D5.1, D5.2, D5.3].
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3. INTEGRATION ACTIVITIES

3.1. TIS-Local EHR Systems Integration

TIS implements the technical layer of interoperability. As explained in Section 2 and D6.1, TIS provides
a generic ETL framework independent of any particular EHR data exchange protocol. To integrate a
specific EHR data source, an ETL task is built for that data source using the TIS framework. In the
scope of C3-Cloud, TIS integrates the three pilot sites through their respective API for patient data
access. Table 1 summarises the data exchange mechanisms provided by each pilot site.

Table 1 Pilot sites data exchange API

Pilot Site EHR Data Exchange API

Description

OSAKI CDA Web Service

Hospital
Web Service

Primary Care Appointments
Web Service

Appointments

RJH Cambio Open Services -

Diagnoses

Cambio Open Services —
Medical notes

Cambio Open Services —
Laboratory chemistry

Cambio Open Services —
Drugs list

Cambio Open Services —
Patient

Cambio Open Services —
attention Signals

Cambio Open Services —
Care contacts

SWFT EMIS data extract

D7.4 version v1.0, dated 30 April 2018

The web service is a SOAP service, which returns
the document of Summarized Clinical History of a
patient in HL7 CDA R2 format. The CDA
document contains the patient’s demographics,
conditions, lab tests, vital signs, medications,
procedures, allergies, vaccinations, etc.

The web service is a SOAP service which returns
future appointments in hospital care.

The web service is a SOAP service which returns
all appointments in primary care.

The REST service returns all diagnoses for a
patient. The selection can be filtered with
reference to time period.

The REST service returns all journal entries for a
patient. The selection can be filtered with
reference to time period.

The REST service returns all laboratory response
chemistry for a patient. The selection can be
filtered with reference to sampling time.

The REST service returns all pharmaceutical list
for a patient. The selection can be filtered with
reference to time period.

The REST service returns demographic data for a
patient.

The REST service returns all attention signals for
a patient. The selection can be filtered with
reference to time period.

The REST service returns all care contacts for a
patient. The selection can be filtered with
reference to time period.

The patient data extract is a CSV file generated
from EMIS reporting service. EMIS is a GP
system in SWFT. The extract contains patient
demographics, conditions, lab tests, vital signs,
medications, vaccinations, allergies, procedures
and encounters. The extract is updated on a daily
basis.
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Lorenzo/GAP data extract | The data extract is a CSV file generated from
Lorenzo/GAP. Lorenzo is a patient administration
system in secondary care and community care.
GAP is a community scheduling tool in
community care. The extract is updated on a daily
basis.

Figure 16 shows an example of OSAKIDETZA CDA SOAP service. In the SOAP request, <tem:Cic/>
encodes the patient identifier. The SOAP response returns the CDA xml document of the patient.

Http Request:

POST /osakidetza/negocio/asistencial/OsabideGlobal /HCRWS_v1/HCRWS HTTP/1.1
Host: pre.osb.osasunet:860

Content-Type: text/xml

Cache-Control: no-cache

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:tem="http://tempuri.org/">
<soapenv :Header/>
<soapenv :Body>
<tem:getInformeHCRCDA3_V2>
<tem:Cic>10574682</tem:Cic>
<tem:IdIdioma>1</tem:IdIdioma>
</tem:getInformeHCRCDA3_V2>
</soapenv :Body>
</soapenv:Envelope>

Http Response:

HTTP/1.1 200 OK

Content-Type: text/xml; charset=utf-8
Content-Encoding: gzip

Connection: Keep-Alive

Keep-Alive: timeout=5, max=1000

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<getInformeHCRCDA3_V2Response xmlns="http://tempuri.org/">
<getInformeHCRCDA3_V2Result

xmlns:a="http://schemas.datacontract.org/2004/07/B46_Ibermatica.Humancare.External.Entit
ies" xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<a:CIC>10574682</a:CIC>

<a:HCR_CDA>&Lt; ?xml version="1.0" encoding="utf-8"2&gt; &#xD;
&lt;?xml-stylesheet type="text/xsl" href="CDA_Profesional.xsl"?&gt;&#xD;
&lLt;ClinicalDocument xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"”
xsi:schemalLocation="urn:hl7-org:v3  CDASchema/CDA.xsd"  xmlns:voc="urn:hl7-org:v3/voc”
xmlns="urn:hl7-org:v3"&gt;&#xD;

&lLt;typeIld root="2.16.840.1.113883.1.3" extension="POCD_HDo00O40" /&gt ;&#xD;

&lt;/ClinicalDocument&gt;</a:HCR_CDA>
</getInformeHCRCDA3_V2Result>
</getInformeHCRCDA3_V2Response>
</s:Body>
</s:Envelope>

Figure 16 OSAKIDETZA CDA service example
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RJH allows to access patient data through Cambio Open Services, which provides OAuth 2 protected
API. The client application needs to register with the services and get an API key, client_id, and
client_secret. Then, for each API call, the application needs to get an OAuth 2 access token by OAuth
2 client credentials grant, and use the token and API key to access the API. Figure 17 shows an example
of acquiring an OAuth 2 access token before accessing Cambio Open Services. Figure 18 shows an
example of using the access token to access Cambio Open Services - Patient API in order to retrieve
patient demographics data.

Http Request:

POST /auth/realms/master/protocol/openid-connect/token HTTP/1.1
Host: authorizer.openservices.cambio.se

Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded

grant_type=client_credentials&client_1id=5a89e2e902717807b8e6ffeb&client_secret=KjEpFCLxB
SEXAbYQTgrpWBLVnmVtE!ke

Http Response:

HTTP/1.1 200 OK
Content-Type: application/json
content-Llength: 3609

{
"access_token": "tNLAVos340qBR45IelApaUQH_TRvWaYRVXcGUtIPT9dOBuBzVT5yhkBUetha3- .."
"expires_in": 600,
"refresh_expires_in": 18600,
"refresh_token": "eyJhbGci01ISUzIINiIsInR5cCIgOiAiSLdUIiwia2lRI1A6ICIEandYQRZRU .."
"token_type": "bearer",
"id_token":
"eyJhbGci01ISUzIINiIsInR5cCIgOiAiSLdUIiwia2lRITA6ICIEandYQRZRUDESTHRtWLR4SDZPZnINYL .."
"not-before-policy": 0,
"session_state": "902f1f99-e166-4851-9216-7db8abed43fd"

Figure 17 Acquire access token before accessing Cambio Open Services
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Http Request:

GET /patients/patient/ HTTP/1.1

Host: api.openservices.cambio.se

Ocp-Apim-Subscription-Key: 77aa2b5043204fb88f333bc2b2bfb73e

patient: 198611062384

Authorization: Bearer eyJhbGci01JSUzIIN1IsInR5cCIgOiAiSLdUIiwia2lRITA6ICIEandYQRZRUDES...
Cache-Control: no-cache

Http Response:

HTTP/1.1 260 OK

Content-Length: 3432

Content-Type: application/json;charset=UTF-8
Expires: ©

[
{
"XSDVersion": {
"version": 0.42
b
"PatientEHRExtract"”: [
{
"ehr_id": {
"extension": "SE162321000024-Cambio_Common_U:EhrId:198611062384",
"root": "1.2.752.129.2.1.2.1"
+s
"ehr_system": {
"extension": "SE162321000024-Cambio_Common_U",
"root": "1.2.752.129.2.1.2.1"
b
"time_created": {
"value": "20171108155050"
b
"Patient”: {
"PhoneNumbers": {
"Phone": [
{
"PhoneComment": "Svara enbart pd kvillar.",
"PhoneType": "Mobil",
"PhoneNumber": "089-000001"
}
]
b
"PatientBirthDate": {
"value": "19861106"
+s
"PatientDataRegister”: {
"PatientCounty”: ""
"PatientCity": "",
"PatientDistrict”: ""
"PatientCountry": "Sverige"
b
"PatientProtectedId": false,
"PatientName":
}
]
}
]

Figure 18 Cambio Open Services -- Patient APl example

D7.4 version v1.0, dated 30 April 2018 Page 28 of 100



689181 — C3-Cloud

Figure 19 shows an example of SWFT EMIS data extract in MS Excel. The file exports all patient data
fields as columns so the data is in a wide format of table structure, which contains over 100 columns.

LG s 03, C2 patient st Auto Repart 150817 Caorpatiity Mode] - Excel T m -8 X

B c D E F [} J K L M

9 Consultation Past Medical History

Gender Usual GP's Organisation Appointment Date Appointm e Date Type of Consultati Date Clinical Code Problem Status {Active, Past...) Associated Text
10
11 Male  Rother House 01Jan1960  Migram 26 SUMMARY=Y
O1-dan-1968 560 Past Problem
[=2] Past Problem

01421570 Depression M
13 !

Otdan-1972  [D]Digestive system symgtoms R0

014an-1980  Lipoma of breast remaved B Past Problem
31Dec 1987 Bursitis - elbaw Lt H213 Past Problem

Of-dan-1989  Asthma H13 SUMMARY=Y
05Jan-189  Beonchitis - acute PFRS30  HOGD N 580

08Jan-1583  Ver HIGD

15Mar 1989 Ha:
15-Mar-1989 I

HI3
HI3

22 15-Mar-1989 al wd  HI31
M99 a1
2 o}
ZAANS Fusther a3t r 6.2 PFR 650 chast cloar Only using rotas 1 b
2
25y 1999 Vaico loss 31 bacoti OIE 7 ety thrush
e 1988 s Rt
%
1088 osa maily R 7 early shinges
10909 Classical migraine F260 Aciive Probiem
2
601850 [OjOgesthe & . R
2195 [ODges e
kD)
Sheetl ® “ 3
ot B R M -——+ s

Figure 19 SWFT EMIS extract example

3.2. TIS SIS Integration

The TIS — SIS integration allows TIS to use the SIS Structural Mapper service to transform patient data
in their original format exposed by local EHR systems into FHIR resources. The SIS Structural Mapper
service provides a RESTful API. The API is described in Table 2. Figure 20 shows an example of TIS
using the SIS Structural Mapper service to transform OSAKI CDA xml into FHIR resources in JSON
format. The mapper for other pilot site EHR data works in a similar way.

Table 2 SIS Structural Mapper Service API

Name Description
URL Path ftransform The REST service endpoint
Query Parameter ~ format Output FHIR resource format. Its value is “json” or “xml”.

Query Parameter ~ mapperinstance Indicates which mapping function is requested. Its value
takes the form “source:ehr:version”. For example, a value
“osaki:cda:0.1” represents a mapping function of version
0.1 for OSAKI CDA data.

Output The service returns a FHIR resource Bundle in the format specified by the
request parameter “format”.
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Http Request:

POST /transform?format=json&amp;mapperInstance=osaki:cda:0.1 HTTP/1.1
Host: ubiqore. fr

Content-Type: text/xml

Cache-Control: no-cache

<?xmlL-stylesheet type="text/xsl" href="CDA_Profesional.xsl"?>
<ClinicalDocument xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"”
xsi:schemalLocation="urn:hl7-org:v3 CDASchema/CDA.xsd"  xmlns:voc="urn:hl7-org:v3/voc"
xmlns="urn:hl7-org:v3">

<typeld root="2.16.840.1.113883.1.3" extension="POCD_HDooo040" />

<templateld root="2.16.724.4.50.1" />

:/CLinicaLDocument>
Http Response:
HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Content-length: 17317

{
"resourceType”: "Bundle",
"type": "collection”,
"entry": [
{
"resource”: {
"resourceType”: "Patient",
"id": "10574682",
"identifier": [
{
"system": "urn:oid:2.16.724.4.16.1.100.2.1",
"value": "10574682"
}
1,
"name": [
{
"family": "FICTICIO ACTIVO",
"given": [
"CIUDADANO"
]
}
1
"telecom": [
{
"system": "phone",
"value": "000000000"
}
1,
"gender": "male",
"birthDate": "1977-06-22",
b
{
"resource": {
"resourceType": "Condition",
"clinicalStatus": "active",
]
}

Figure 20 SIS structural mapping service example
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3.3. TIS-FHIR Repository Integration

The TIS — FHIR repository enables TIS to push FHIR resources into the C3-Cloud FHIR Repository.
As described in the previous section, TIS receives transformed patient data in a FHIR resource bundle
from the SIS Structural Mapper service. TIS converts the resource bundle into a transaction bundle,
where patient resource is processed by PUT operation while other resources are processed by POST.
Then TIS posts the transaction bundle to the repository REST endpoint. After the transaction bundle is
processed, the repository returns an HTTP 200 response with a FHIR resource bundle containing all the
resources that have been successfully saved. Figure 21 shows an example of HTTP request that TIS
sends a transaction bundle to the FHIR repository. Note that the FHIR repository API is protected by
OAuth 2.0, so the request carries an OAuth 2.0 access token in the Authorization header. Section 3.7
describes how TIS acquires the access token through TIS — SPS integration. Figure 22 shows the HTTP
response to the example request in Figure 21.
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Http Request:

POST /c3cloud/fhir-secure/ HTTP/1.1

Host: app.srdc.com.tr

Content-Type: application/fhir+json;charset=utf-8
Authorization: Bearer 13d7b8ei8ha7lgecih4g5hb5e3jhcg71

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [

"fullUrl": "https://app.srdc.com.tr/c3cloud/fhir-secure/Patient/123456",
"resource”: {

"resourceType": "Patient"”,
"id": "123456",
"name": [
{
"family": "ORUETA LEAL",
"given": [ "JOSEBA ANTXON" ]
}
1,
"gender": "male",
"birthDate": "1965-11-23",

+s
"request”: {
"method”: "PUT",
"url": "Patient/123456"
}
s
{
"resource”: {
"resourceType”: "MedicationStatement"”,
"medicationCodeableConcept”: {
"coding": [
{
"system": "urn:oid:2.16.724.4.21.5.15",
"display": "CLOPIDOGREL 75MG 28 COMPRIMIDOS RECUBIERTO"
}

]
b
"effectivePeriod": {
"start": "2017-11-20T00:00:00+00:00",
"end": "2018-03-19T00:00:00+00:00"
b
"subject": {
"reference"”: "Patient/123456",
"display": "[JOSEBA ANTXON] ORUETA LEAL"
b

b
"request": {
"method"”: "POST",
"url": "MedicationStatement"
}
s

Figure 21 TIS - FHIR repository integration HTTP request example
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Http Response:

HTTP/1.1 200 OK

Content-Type: application/fhir+json; charset=UTF-8
Access-Control-Allow-0Origin: *
Content-Length: 1955

{
"resourceType”: "Bundle",
"id": "2772affd-6ef8-4f64-b66f-4a56b699e3fa",
"type": "transaction-response”,
"entry": [
{
"resource"”: {

"resourceType": "Patient"”,

"id": "123456",

"name": [

{

"family": "ORUETA LEAL",
"given": [ "JOSEBA ANTXON" ]

}
1
"meta": {

"versionId": "4",

"lastUpdated": "2018-04-07T08:10:46Z"
}

4
"fullUrl": "/c3cloud/fhir-secure/Patient/123456/ history/4",
"response"”: {

"status": "200 OK",

"lastModified": "2018-04-07T08:10:46",

"Location": "https://app.srdc.com.tr/c3cloud/fhir-
secure/Patient/123456/ history/4",

"etag": "W/\"4\""
}

s
{

"resource”: {
"resourceType": "MedicationStatement"”,

"id": "3d452b68-a69a-4de8-aba9-76b312c958ac",

"meta": {
"versionId": "1",
"lastUpdated": "2018-04-07T08:10:46Z"
}
+s
"fullUrl": "/c3cloud/fhir-secure/MedicationStatement/3d452b68-a69a-4de8-

aba9-76b312c958ac/_history/1",
"response”: {
"status": "201 Created",
"lastModified": "2018-04-07T08:10:46",
"Location": "https://app.srdc.com.tr/c3cloud/fhir-
secure/MedicationStatement/3d452b68-a69a-4de8-aba9-76b312c958ac/_history/1",
"etag": "W/\"1\""
}

Fs

Figure 22 TIS - FHIR repository integration HTTP response example
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3.4. C3DP - SPS Integration

The C3DP is integrated with the SPS to authorize the care team members and let them view and
manipulate the data of the patients and manage the respective care plan. Unauthenticated users are
redirected to the SPS Manager for single sign on. After the user is authenticated by SPS, C3DP asks for
an access token and user info for the authenticated user. Then, it uses this token to communicate and
exchange data with Secure C3-Cloud FHIR Repository and other components.

Log in to Your Account

anna_svensson

LOGIN

Forgot Password Change Provider

Figure 23 SPS Single Sign-on

SPS implements the OAuth 2 specification for authorization. C3DP is integrated with the SPS using the
standard OAuth 2 endpoints. C3DP redirects the care team member user to the SPS single sign-on
interface with OAuth 2 compliant query parameters asking for scope, redirect URI and response type:

Redirect to: https://app.srdc.com.tr/c3cloud/onauth/onauth-manager/login?
state=47808031

&scope=profile,openid,user/*.*

&prompt=login
&redirect_uri=https://app.srdc.com.tr/c3dp/home
&client_id=c3dp-client-id

&response_type=Code

After the user is logged via the SPS Manager (either to the default C3-Cloud IdP or an IdP of a pilot
site), it redirects the browser with an authentication code for this user.

Redirect to: https://app.srdc.com.tr/c3dp/home?

€00e=849961719950534316299797194245318343070

Then, C3DP uses this code to get a token which will allow it to access the data in the Secure C3-Cloud
FHIR Repository in compliance with the user’s allowed permissions (i.e. scope) and interact with other
C3-Cloud components. These scopes are compliant with the Smart App Authorization specification
[SMART-APP-AUTHZ], which is developed specifically to cover the needs of HL7 FHIR based
permissions by benefiting from the OAuth 2 standard.
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Request URL: https://app.srdc.com.tr/c3cloud/onauth/api/token

Request Method: POST
Form Data:
grant_type: authorization_code
client_id: c3dp-web
redirect_uri: https://app.srdc.com.tr/c3dp/home
code: 849961719950534316299797194245318343070

The response includes JWT tokens that are the access token, refresh token and id token for the current
user.

{
"access_token": "dgfhc44e9e073a2391jbhbi22481f6",

"token_type": "Bearer",

"scope”: "user/Group.write user/UserInfo.write user/Condition.write offline_access ...",
"refresh_token": "baf82d1g2126hg8fch6j07150044b4",

“expires_in": 86400,

"id_token": "eyJraWQiOilJlIYjAwZDg3Yy1lmZTZhLTQ4MjctYTQ1IMi1ljM2YxMTkyN2M1INT..."

C3DP decodes the id token to extract the user identity, and uses the access token to access the patient
data or interact with other components.
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Client Sends Authentication Request
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SPS User Authentication and Autharization
Manager
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FHIR Request
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Figure 24 C3DP - SPS Authentication Flow

3.5. C3DP - CDS Services Integration

C3DP is integrated with Clinical Decision Support (CDS) services to provide the care team members
with personalised goal and activity (e.g., medication, referral, physical exercise, diet, etc.)
recommendations for their multi-morbid elderly patients according to the expert knowledge present in
the evidence based clinical guidelines.
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C3-CLOUD A Home €@ iy Patients ﬁ Activities 3 Messages P He GB (= Logout

7=
Atorvastatin 20mg 21 Jul 2009 K") =)

= Education Materials

s

i

Sven Karlsson

N Suggestions

x
Atorvastatin ion-20mg, lipid and liver tr i tests
Offer atorvastatin 20 mg. Add a goal to lower the non-HDL Cholestretol by %40. Appointment for control visit after 3 months. Suggest lipid and liver transaminases tests

® Offer atorvastatin 20 mg. Add a goal to lower the non-HDL Cholestretol by %40. Appointment for control visit after 3 months. Suggestion lipid and liver
transaminases tests.

i i AedicationReques
el SR Offer Starting Statin Treatment MedicationRequest
Chronic Disease Profile
Statin Treatment Followup Goal Goal
Statin Treatment Followup Appointment Appointment
Care Plans
Clinical Docs
Lipid Panel Test Observation Activity
Notifications
Safe Message Aspartate transaminase (AST) test Activity
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Figure 25 CDS Suggestions in C3DP Ul

In the C3-Cloud architecture, all the guideline based CDS services are implemented in compliance with
the CDS Hooks specification [CDS-HOOKS]. C3DP is pre-configured with the input data requirements
(i.e. prefetch data) of each separate CDS service. CDS prefetch data requirements are provided by the
C3-Cloud FHIR Repository via a C3-Cloud specific FHIR operation named $cds-config to the C3DP.
In the example below, the prefetch data requirements of the diet management and QRISK2 score
calculation CDS services are provided:
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Request Url: https://app.srdc.com.tr/c3cloud/fhir/Parameters/Scds-config

Response:

{

"resourceType": "Parameters”,

"parameter”: [

{
"name": "REM_DIET",
"resource": {
"prefetch”: "conditions[t2d;ckd] lab_results[egfr]",
"required": ""
}
L
{

"name”: "REM_QRISK2",
"resource": {

"prefetch”: "conditions[t1d;t2d;ckd;atrial_fibrillation;rheumatoid_arthritis]
medications[antihypertensives;diuretics;beta_blocking agents;calcium_channel_blockers;renin_angi
otensin] vital_signs[height;weight;bp] lab_results[cholesterol;hdl]
family_history[family _heart_attack;family_angina] social_history[smoking]",

"required": "vital_signs[height;weight;bp] lab_results[cholesterol;hdl;ldl;egfr]"

13

C3DP displays these required data to the care team members for cross-check, either in the “Chronic
Disease Profile” screen or in each dedicated tab for high-level goals. After the user decides that the data
is complete and correct, a CDS Hooks request is created with the collected patient data and sent to the
corresponding CDS service to get the personalised goal and activity recommendations for the patient.
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Request Url: https://app.srdc.com.tr/c3cloud/fhir-secure/Patient/p-1-demo/Sc3dp-cdsm
Request Method: POST

Request Body:
{

“prefectch”: {
“patient”: <<Patient Resource>>,
“conditions”: <<Related Conditions as FHIR Bundle>>,
“medications”: <<Related Medications as FHIR Bundle>>,

Response:

{

"cards": [{
"summary": <<Suggestion Summary>>,
"detail": <<Detailed description>>,
"source": <<Source of the Suggestion>>,
“suggestions”: [
{
"uuid": <<Unique Id of the Suggestion>>,
"label": <<Label of the Suggestion>>,
"actions": [{
"description”: <<Description of the Suggested Action>>,
"type": <<Type of the Suggested Action(e.g. “create”)>>,
"resource": <<The FHIR Resource that the Action will be Applied >>
H
H
H

C3DP visualizes these suggestions, as shown in Figure 25, and allows user to select and apply suggested
actions or read the information cards.

Recently a new CDS service, providing drug-drug and drug-disease interactions, has been implemented,
by WARWICK, on top of the test database provided by the Finnish company Ladketietokeskus.
Integration with this new service is ongoing. SRDC is trying to optimize the calls to the CDS services
and display to the care team members.

3.6. C3DP - PEP Integration

The integration and bidirectional data sharing between C3DP and PEP C3-Cloud components is done
via the centralized C3-Cloud FHIR Repository and the Event APIs. When a component changes data in
the FHIR repository, the component sends an event to other components to signal to it to fetch and
process the new data. When an action is taken on C3DP like assigning a goal/activity to the patient or
any care plan update, PEP is notified to inform the patient. The same flow is valid for the opposite
direction as well. When patient performs an action like filling a questionnaire, uploading a meal photo
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or a device measurement, an event is created by the PEP and sent to the C3DP Event API, which then
informs the corresponding care team members via the C3DP user interface in real-time using Socket.io
web sockets (see Figure 26).

C3-CLOUD #A Home € My Patients ﬁ Activities A Messages

} . Care Plan Edited!
Active Patients

Sven Karlsson{al)
Age:7émale
Jayden Thomson
Age:70male

Eva Davies
Age:77 female

CELIADURANRUIZ
General physician Age:96 female

Anna Svensson Care Plan Edited!

Home

My Patients New Messages Care Plan Edited!
Activities

Messages Care Plan Edited!

Care Plan Edited!

Care Plan Edited!

Care Plan Edited!

Mark all as Read

Figure 26 Display of PEP Notifications in C3DP

3.6.1. FHIR Resources
The following FHIR resources are used in the integration with other C3-Cloud components:

Resource Description

Patient The core information of the patient enrolled in C3-Cloud

CareTeam The MDT of a patient.

Practitioner A health professional, who is a member of patient MDT.

RelatedPerson An informal caregiver of a patient.

CarePlan The integrated care plan of a patient.

Goal The care plan goals set in the care plan.

CarePlan.activity Questionnaire, observation or a general activity assigned to the patient by
the MDT.

DeviceRequest Measurement activity assigned to patient by the MDT.
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MedicationRequest Medications prescribed to the patient.

Appointment Patient appointments related to the care plan.

CommunicationRequest | Guidance and training materials assigned to the patient

Communication Messages between patient and MDT.

3.6.2. Events

C3DP and PEP trigger the other component whenever there is action and/or new data the other
component needs to be aware of.

Each event sent to the other component contains:
» Id: A unique identifier for this event.
» Type: A descriptive identifier for the event that helps to process the event correctly.
» Timestamp: Occurrence date/time for the event.

* Related resources: Links to resources that are relevant for processing this event and their
relationship with this event. Shall contain at least the target resource, for which the event was
triggered.

Optionally the event may contain:

» Subject (if applicable): The entity that has been the target of this operation. Primarily patient if
this operation pertains to a patient.

» Performer (if applicable): The entity whose actions have caused this event in the system of
origin. Primarily expert or patient.

Request Url: https://app.srdc.com.tr/c3cloud/event/api/c3dp

Request Body:

{
"type": "QuestionnaireResponseCreated"”,

“subject”: {
“reference”: “Patient/example-patient”,
“display”: “Example Patient”

h

“performer”: {
“reference”: “Patient/example-patient”,
“display”: “Example Patient”

Mo

“timestamp”: “2018-04-02T11:00:00Z",

“relatedResources”: [{
“reference”: “QuestionnaireResponse/qr-example”,
“relationship”: “target”

H

Figure 27 Example of event between C3DP and PEP
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The most essential events from C3DP to PEP are:

e CarePlanCreated, CarePlanUpdated: There is a new or updated care plan in the FHIR repository
for the specified patient.
e CommunicationCreated: There is a new message to the patient in the FHIR repository.

The most essential events from PEP to C3DP are:

e ObservationCreated: Patient has created new observation data, which has been stored in the
FHIR repository.

¢ QuestionnaireResponseCreated: Patient has completed a patient questionnaire and the response
is available in the FHIR repository.

e CarePlanRead: The patient has viewed the care plan.

e CommunicationRead: The patient has viewed the message from a care team member.

e CommunicationCreated: There is a new message from the patient in the FHIR repository.

3.6.3. Message Examples

3.6.3.1. Questionnaire activity (CarePlan.activity)
The assignment of a patient questionnaire in the care plan.

“detail”: {
“category™:

1=

"extension™: [{

"url™: "http: cloud.eu/fhir/StructureDefinition/identifier”,
"valueIdentifier”
"value”:

sDefinition/introducedBy™,
"valueReference
"reference”
"display”:
}
1.
"description™: "Fill in the guestionnaire to collect information abou
"definition™:
"reference”:
"display™: "
Ts
"status™:
"prohibited™:
"scheduledTiming™: |
"repeat”: {
“frequency”: 1,

"periodUnit™: °
"duration™: 2
"durationUnit”:
"boundsPeriod
"start”
"end" :

Figure 28 Extract from Questionnaire CarePlan activity message
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3.6.3.2. QuestionnaireResponse
A response to a questionnaire provided by the patient or informal care giver.

"1 g
"language"
nnaire”

“display™
3
“authored”:
“item": [

i

"linkId":
"item": [
{
"linkId":
“item": [

{

“linkId": “rffn

“item”: [
"1inkId": "rffnugdot; : b-fec . S “2 15 031}
"1inkId": “rffn b-feelin tex v ", "answer imal”: 15.@}]},
"linkId": " X o I imal®: 15.0}]},
"linkId”: " r [{"valueDeci : 15.8}1},
"linkId": * q il vb-feelin ¢ ; t " ansuw [{"valueDecimal™: 15.8}]},
*1linkId": "rf F . Feelin Y- ": [{"valueDecimal™: 15.8}]}

Figure 29 Extract from QuestionnaireResponse message
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3.6.3.3. Measurement CarePlan activity (DeviceRequest)
The assignment of medical device usage to a patient within inside the care plan.

murl™:
"valueString

"valueString

"coding”: [{"code":
1
"codeReference™: {
"reference”:

}

subject™:
"reference”:

}.

"occurrenceTiming™: {

"periodUnit™: "d", "

{

Figure 30 Measurement activity using provider device (clinical)
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3.6.3.4. Observation CarePlan activity (CarePlan.activity)
The assignment of some observations to be performed by the patient within the scope of his care plan.

"extension™: [

{

“"valueString”:

"coding”: [{ "system”: "ht / fca plan-a L ategory”, N ,» “display™

b
"extension”: [
{
"url™: "htt 3-clou
"valueIdentifie "value
3}
J

1.
"code": {
“"coding™: [
{ "system™: “"http nf ", Tcode™: " , "display™: "D
1
1
"description”: °
"status”:
"prohibited”:
"scheduledTiming™: {
"repeat”: ﬂ
"frequency”: 1,
"period”: 1,
"periodunit™: "d”
"boundsPeri
"start”
"end”:

Figure 31 Extract from observation activity
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3.6.3.5. Observations
The results of the performed observations by the patient or informal care giver.

sourceType”:

“display”: "B

1
“category”: [
{ "coding™: [{ " h r ir a n-cate ‘o H e”: "wital *,"display”:

1.
“component™: [
{
de
{"system": D oinc.o “code™ 6 “display”:
1.
"valueQuantity”:
1 unit™: “n "system”: "

", "display”:

"valueQuantity
"value™: 7 , "system”:

Figure 32 Blood pressure Observation message

"display™:

egory”: [
"coding": [{ "system": "htt

Figure 33 Weight Observation message
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"resourceType”
migm. "

"subject™: {

“reference”: "Patient/1-8006
1
“performer”: {

“reference”: "Patient/1-0e0@:
b
"effectiveDateTime": "20
“code": {

"coding”: [{ “"system": "http://loinc.org" "226875008", "display": "Dietary intake assessment using food photographs” }]
}.
“category”: [

{ "coding": [{ "system™: "http://hl7.org/fhir/observation-category”, “"code”: "imaging"}]}

1
"valueAttachment™:
"contentType™: "image/jpeg”,
“data”:
* 195/ 457QRXhpZgAASUkqAAZAAAAT AABBAZAGAAAA R AAABABAZAZAAAAEAAAART BAWABAAAAAQAAABOBBQABAAAACAAAAB SBEQABAAAAGAAAACZBAWABAAAAA ZAAAD TBAZ AUAAAAS AAAABMC AWABAAA
AAQAAAGMHBAABAAAAXAAAAMAEAABDYWSvbgBDYWSvbiBQb3d1cINob3QgRzMARAAARAAAAAAAAAAAAL QAAAABAAAATAAAAAEAAAAYMDAZOjABOjAL1IDELO] E30EyABQAMO I FAAEAAACGAQAANYIFAAE
AAADCAQAAATAHAAQAAAAWM] TWASACABQAAADKAQAABIACABQAAADEAQAAAT EHAAQAAAABAEMAAT TKAAEAAADY AQAAADTFAAEAAAD GAQAABI TKAAEAAAACAEAAC pTFAAEAAAAKAZAAT ITHAGABAAASAZA
AhpIHAAgBAABY AWAAAKAHAAQAAAAWMT AwAaADAAEAAAABAAAAAGADAAEAAAD / AQAAABADAAEAAACDAEAABAAEAAEAAABGBAAADGI FAAEAAACWBAAADS I FAAEAAACABAAAEK IDAAEAAAACAAAAAAARAAE
AAADIBAAAKAAAAAOAAAAYMDAZOjAB0]A1IDE10] E30] EyADIWMDMEMDQEMDUEMTUGMT CEMTIASQEAACAAAACAAAAATAAAAAAAAAAGAAAAZQEAACAAAAAHAAEAAWAUAAAADATAAATAAWAEARAAYATAAAQ
AAWAhAAAARATAAAYAASAEAAAAE EMAAACAAEAZAAAAMEMARAEABAABAAAA FhBVAAKAAEASAAAAUEMAAAAAAABCAATAAAABEAUAAAAAAAQA / / / [ WAACAAAARAAARAAAABAAWABAARAAAD/ / / / /mgPmACA

Figure 34 Extract from meal photo Observation message

3.6.3.6. Communication
Exchange of safe messages between the care team and the patient / informal care giver.

"resourceType”: "Communication”,
"id": "co-881",
"recipient”: [
"reference”:
"display":
"extension™: [{
"url™: "http://www.c3-cloud.eu/fhir/StructureDefinition/recipientStatus”,

"valueCode":

"2016-88-11T14:35:00
"sender”: {
“reference”: "Patient/1-068e@
“"display™: "Swven Karlsson"”

"extension™: [

1.

"identifier™: [
{

"value™: “co-8e1"

}
1|
"basedOn": [
1,
"status”:
"category™:
1,
"medium”: [
1.
"subject™: {
“"reference”: "Patient/1-866601",
“display”: "Swen Karlsson"
}s
"payload™: [
{

"contentString™: "Hi, I do feel a bit more tired

Figure 35 Extract from message sent by patient to MDT
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"Communication”,

“reference™: '
“display™: "An
b
"meta”: {
b
"extension": [
1
"identifier™: [
]

“basedonr: [

"medium™: [
1
"payload”: [

i
L

"contentString™: "Hi Sven,
1
]

Figure 36 Extract from message sent by MDT to patient

3.7. C3DP - SIS Integration

During the conceptual design phase and even at the beginning of the 2" year of the project, it was
considered that the C3DP would not need semantic code mapping for most of the time, as the patient
data will be retrieved from the local EHR systems and displayed to the care team members, who already
use the code systems available in the local patient data. Then the CDS services would handle the
semantic code mapping to understand clinical concepts coded in different terminologies. This
requirement is still valid for the CDS services; however, due to an emerging requirement in the middle
of the project by clinical experts, the C3DP now needs to collate and display all the clinical concepts
(e.g., cardiovascular disease, type 2 diabetes, angina history in first degree relative, etc.) that are
required as input data by the CDS services to the care team members and let them update these patient
data via the C3DP before calling any external CDS service. This necessitates the use of semantic code
mapping within C3DP, as well.

For the moment, C3DP is benefiting manually from the clinical concepts mapping sheet managed by
SIS. Integration activities with the SIS Semantic Mapper Service RESTful API is ongoing to
automatically use the required code mappings, e.g., in the Chronic Disease Profile of the patient.

For example, a CDS service requires the presence of “hypertensive disorder” for a patient, and hence
C3DP needs to find this data among the full list of diagnoses of the patient, which is coded differently
in each pilot site by using a different medical terminology system. C3DP represents this concept in
SNOMED-CT terminology system, and asks the Semantic Mapper Service the corresponding code and
code systems in the case of OSAKIDETZA, who uses CIE-10 code system as a customized version of
the ICD-10 code system. A corresponding HTTP response is provided below:
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status: 200
status text: OK
Body: {
"group": [
{
"element": {
"code": "Il10",
"display": "Hipertension Arterial”,
"target": [
{
"code": "38341003",

"comment": "The definitions of the concepts are exactly the same (i.e.
only grammatical differences) and structural implications of meaning are identical
or irrelevant (i.e. intentionally identical).",

"display": "Hypertensive disorder, systemic arterial (disorder)",
"equivalence": "Equivalent"

]
¥
"source": "uri:oid:CIE-10_oid",
"sourceVersion": "unknown",
"target": "uri:0id:2.16.840.1.113883.6.96",
"targetVersion": "unknown"

}
1,

"resourceType": "ConceptMap",
"title": "mapping of 'Hypertension' from OSAKI (CIE-10) to CDSM (SNOMED CT)"

3.8. TIS - SPS Integration

The TIS — SPS integration integrates TIS into the SPS provided OAuth 2 authorisation framework
[OAUTH]. TIS has registered with SPS to get a client_id and client_secret. As the FHIR repository API
is protected by OAuth 2, for every FHIR repository access, TIS needs to get an OAuth 2 access token
by OAuth 2 client credentials grant, and use that token to access the repository. TIS implements OAuth
2 client credentials grant. Figure 38 shows an example of TIS acquiring an OAuth 2 access token in
order to access the FHIR repository.
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Http Request:

POST /c3cloud/onauth/api/token HTTP/1.1

Host: app.srdc.com.tr

Authorization: Basic YzNjbG91ZC10aXM6NzIkamhuMGYzZmRRZjVyYjU4ZWZLZjcOc2Fkcw==
Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded

grant_type=client_credentials&scope=userZ2F*.*

Http Response:

HTTP/1.1 200 OK

Content-Type: application/json

Content-length: 109

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: true

Access-Control-Allow-Headers: Authorization, Content-Type, X-Requested-With

{
"access_token": "abhch525jbjh61ibb18hdf37965hbjd",
"token_type": "Bearer",
"scope": "user/*.*",
"expires_in": 86400
}

Figure 37 TIS acquires an SPS OAuth 2.0 access token example

3.9. PEP - SPS Integration

The exactly same OAuth 2 compliant method is used for integration of PEP with the SPS and then the
Secure C3-Cloud FHIR Repository, as explained in the previous section for TIS. Hence, the same
procedure is not repeated in this section.

3.10. SPS — Local IdP Systems Integration

One of the main objectives of SPS is to enable authentication of the end users into the C3-Cloud
applications, via their already existing accounts (e.g., username-password), provided by the local
authorities. Hence, SPS needs to be integrated with the existing Identity Provider (1dP) systems of the
pilot sites. No new C3-Cloud specific user account will be created unless there is no integration
possibility, as in the case of social care workers who are not directly affiliated with the C3-Cloud
healthcare providers.

3.10.1.RJH

SPS has already been integrated with the IdP of RJH. RJH is using Microsoft Active Directory
Federation Services (MS ADFS) as their IdP [MS ADFS]. During summer-autumn 2017, RJH updated
their 1dP to the latest release, i.e. MS ADFS 2016, which supports natively the OpenID Connect 1.0
specification [OPENIDCONNECT]. This has been a great advantage as the SPS has already been
implemented in compliance with the OpenlD Connect 1.0 specification for user authentication and
authorization. The OpenlD Connect configuration of RJH ADFS setup including the token endpoints is
available at https://idp.regionjh.se/adfs/.well-known/openid-configuration.
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Select OpenlD Provider

Region Jamtland Harjedalen

Continue With Onauth

Figure 38 Sign in with RJH Account

When a user opens the C3DP, it is redirected to the login page of the SPS, and there two options are
provided to the RJH users: i) login with their existing RJH accounts, or ii) login via default C3-Cloud
IdP. RJH health professionals select the first option and then they are redirected to the original RJH
login page. When the login is successful, the SPS acquires the id token of the user and provides it to the
C3DP along with an access token, just like the case in C3-Cloud IdP authentication. The second option
is used only by the social care workers of RJH, who do not have any user accounts maintained by RJH.

An example id token for a demo user is provided below:

{
"aud": "b5532df7-5a21-4507-81d6-2bfa48eb5b69",

"iss": "https://idp.regionjh.se/adfs",

“jat": 1522848102,

“exp“: 1522851702,

"auth_time": 1522848102,

"nonce": "219945098322415982888586289718099112547",
"sub": "azJ8hQU7cKZXTrDxSE5X0z/PTd2CNzIfFsA2kcrR4jQ=",
"upn”: "c3cloud@jll.jllad.se",

"unique_name": "JLL\\c3cloud",

"pwd_exp": "7176991",

"sid": "S-1-5-21-1458514816-1055937895-1845911597-48586",
"email": "c3cloud@dummy.org",

"role": "Role",

"family_name": "Surname",

"given_name": "Givenname",

"apptype”: "Confidential",

“appid”: "b5532df7-5a21-4507-81d6-2bfad8eb5b69",
"authmethod": "urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport",
"ver": "1.0",

"scp”: "allatclaims profile openid"

3.10.2.0SAKIDETZA

The integration is in progress in the case of OSAKIDETZA. For this case, a proprietary approach will
be followed upon the request and restrictions of the OSAKIDETZA pilot site: signed JWT token
exchange. No Osakidetza worker will be able to access C3DP directly. They will always first login to
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their EHR system Osabide Global, which they do every day for their operational work. Osabide Global
will then provide a link to C3DP, which will direct the user to the C3DP when clicked. Thanks to
integration via JWT token sharing as explained above, single sign-on will be achieved and the users
will not need to be authenticated again in C3DP.

As in the case of RJH, there will also be social care workers involved in C3-Cloud piloting who are not
OSAKIDETZA staff. As it is not possible to integrate with social care workers’ IdPs, it has been agreed
to use the OpenlD Connect 1.0 compliant C3-Cloud default IdP.

3.10.3.SWFT

The information security experts of the South Warwickshire NHS Foundation Trust (SWFT) clearly
indicated that they cannot attempt integration with their I1dP for less than 100 users. It is planned to
involve 16 professional users from SWFT in the pilot studies, therefore it is not possible to proceed
with authentication integration.

SWEFT agreed to use the OpenID Connect 1.0 compliant C3-Cloud default IdP that is provided within
the SPS for all professional users.
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4. FUTURE PLANS

As presented in detail in the previous sections, the integration among C3-Cloud software components
and the pilot site EHR and IdP systems have already been achieved to a great extent. Some more work
is needed to either improve the existing integrations or to achieve new integrations (i.e. multiplication
of an already established interface for another purpose as in the case of CDS services to be
implemented). Planned future work, which will be completed in the remaining months of Task 7.4 and
then during the deployment task 8.3, can be summarised as follows:

Analysis of the real care plan examples to be provided by the Clinical Reference Group (CRG)
and revision of system requirements when relevant.

Update of all C3-Cloud software components according to newly identified or revised
requirements derived from CRG input.

Completion of all remaining integration activities:

o Switching to the new CAMBIO open service APl in TIS — RJH EHR system

integration.

o Integration of C3DP with remaining CDS services for renal failure, heart failure and

depression once they are ready.

o Finalization of SPS integration with the OSAKIDETZA systems via JWT token

exchange.

o Improvement of C3DP — PEP integration, e.g. for care plan feedback mechanism.
Improvement of the integrated system based on feedback from the component and usability
testing activities that are already taking place within the scope of Task 9.2.

Testing of the overall system with real un-identified data before finalizing the deployment.
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6. APPENDIX I - INTEGRATION STORYBOARD

SRDC has initiated the development of a complete and realistic storyboard in order to facilitate
development and integration activities among C3-Cloud partners. The early drafts prepared by SRDC
were based on the Swedish patient story in D8.1 and the reference care plan example that was prepared
in Task 7.3. As only CDS specifications related with diabetes were available at that phase, this
storyboard is mostly focused around the diabetes scenario with some minor complications related with
hypertension and renal failure. It includes complete patient data represented as FHIR resources, and
detailed execution steps to create a personalised care plan and share it with both the care team via C3DP
and also the patient via PEP. Till September 2017, it has been reviewed and updated a few times with
contributions from several partners, especially MEDIXINE and RJH. It helped and continues to help a
lot to integration activities.

It should be noted that it does not reflect the final implementation status of the C3-Cloud software
components by April 2018, as it has not been updated after September 2017.

1. Introduction

Sven is a 67-year old man, married with two sons living in Stockholm 600 km away. The couple
lives in a small village with no public transports 20 km from the health center and from shops and
100 km from the town where the county hospital is. His wife Lisa handles the cooking and other
household chores inside while Sven takes more responsibility for the garden. Sven's newly retired
and feels like Lisa fit. He has been on medication for high blood pressure for 10 years and he
uses to control his blood pressure once a year at the health center. His hypertension treatment is
managed by his GP, Dr. Anna Svensson who coordinates his Hypertension Treatment Plan, and
by Martina LC, the community nurse who assists him to meet his diet and exercise goals.

2. Preliminary Steps - Initial setup for C3-Cloud

2.1. Practitioner Data Registration

In this scenario, we assume that Sven Karlsson has been cared by a care team consisting of Dr. Anna
Svensson (GP), Martina LC (Community Nurse), Erik Larsson (Diabetes Nurse), Anders Blom
(Nephrologist), Stina Ek (Nutritionist) and Helene MM (Nurse specialist (nephrology)). So, we
assume that users are registered into local care systems.

In the initialization step, through the C3-Cloud TIS, and the following resources are stored to C3DP
FHIR Repository:

Table 3 Data to be generated in FHIR Repository at Practitioner Registration Phase

Data C3-Cloud Test Data File
Resource Type

Anna Svensson’s profile (GP) Practitioner Practitioner 2-0000001
Anna.json

Martina LC’s profile (Community Nurse) Practitioner Practitioner 2-0000002
Martina.json

Erik Larsson’s profile (Diabetes Nurse), Practitioner Pralftitioner 2-0000003
Erik.json

Anders Blom (Nephrologist) Practitioner Practitioner 2-0000004
Anders.json

Stina EK (Nutritionist) Practitioner Practitioner 2-0000005
Stina.json

Helene MM (Nurse specialist (nephrology)). Practitioner Practitioner 2-0000006
Helene.json
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Ostersund Health Care Center Organization Profile Organization Organization org-001
GP center.json

Ostersund Hospital, Dialysis and Nephrology Surgery Organization Organization org-002
hospital nephrology.json

Ostersund Hospital, Dietitian Clinic Organization Organization org-003
hospital diet.json

2.2.Necessary Steps for Authorization & Authentication of Practitioners to C3DP

In this version, we are assuming that there is no integration with the local authentication systems
and C3-Cloud users will be created in the C3-Cloud identity provider, and authorization rules will
be defined in C3-Cloud authorization server (i.e. the case in SWFT pilot).

2.3. Patient Data Stored in Local Systems

Sven Karlsson’s medical summary as of 21/07/2009 before his appointment on 21/07/20019 is
recorded in the ‘Baseline PatientSummary’ sheet of Appendix A-DataforStoryBoard.xIsx.

Sven Karlsson has an active treatment plan for hypertension. His current treatment plan for
hypertension is recorded in the ‘Baseline_TreatmentPlan’ sheet of Appendix A-
DataforStoryBoard.xIsx.

3. Patient registration to C3-Cloud Integrated Care Programme (Appointment A-
Primary Care Physician Visit - 21/07/2009)
3.1.Sven visits his GP for the annual checkup for Hypertension. Based on the recent lab results, Dr.
Svensson notices that Sven has type 2 diabetes and mild renal impairment. As this complicates
his condition, Dr. Svensson proposes Sven to be included in the C3-Cloud Integrated Care Plan
programme. His new diagnosis and lab results have been stored to local care system. See
‘EncounterA_PatientData’ sheet of Appendix A-DataforStoryBoard.xIsx.

3.2.Dr. Svensson provides more explanation about system and Sven accepts registration to C3-Cloud
programme and signs the Patient Consent Form.
C3-Cloud C3DP Application

3.3. Dr. Svensson opens the C3-Cloud C3DP Application, logins to the system, and opens the patient
registration page.

3.4. Dr. Svensson enters the requested information and creates an account for Sven.
3.5. An email is automatically sent to Sven providing the link to continue and describing next steps
for finalizing the registration.
3.6. Dr. Svensson suggests Sven to use the Patient Empowerment Platform as well. Sven accepts. Dr.
Svensson helps Sven to register to PEP.
PEP
3.7. Patient Registration via PEP
Alternative 1: Registration with local strong authentication provider
Pre-requisite Oa: Sven has been invited to access PEP and he knows the URL address of PEP.

Step 1. Sven opens the PEP URL in a browser.
Step 2. Sven authenticates using the local strong authentication provider.
Step 2b [alternative path]. Sven’s credentials don’t match any valid patient profile and an error

message is displayed.
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Step 3. Sven completes the registration if he logs in for the first time. At a minimum he checks his
contact details and accepts the terms of use. The system links his user account with the matching
patient profile.

Step 4: After registration.

On first use after registration, Sven is shown the care plan overview.

| MEDIXINE EUI43 Sk Sven Karlsson

Home Careplan Tracking Questionnaires Coaching Guidance ) o

Integrated care plan for hypertension, diabetes type Il and renal failure

A holistic care plan addressing three major health concerns of the elderly patient

Activities @ OISV Guidance  Settings

GOALS GUIDANCE

Decrease protein consumption Hypertension information

Decrease protein consumption to support improvement of kidney function.

Update progress

High blood pressure, or hypertension, rarely has
noticeable symptoms. But if untreated, it increases your
risk of serious problems such as heart attacks and
strokes.

Keep HbA1c under 7% mmaol/|

Relax HbA1c to 7% mmol/l due to renal failure of the patient. Evaluate progress with 3 monthly
measurements.

Diabetes type 2
Update progress P

Structural indemnity and normal physiclogical function of the skin and mucous membranes

Optimum maintenance of the feet in: temperature, sensitivity. hydration, pulses. Evaluate every 6 months.

Food aspect in diabetes
Details... Update progress

Alternative 2: Registration with other authentication provider
Pre-requisite Oa: Sven is invited to access PEP.

N.B. This can occur automated behind the scenes in PEP Gateway when new patient event from
C3DP is processed, if the email address and the mobile phone number of the patient are known in
advance. The fully automated mode requires the use of both email and SMS channel to be used. The
email channel delivers the invitation message and SMS channel is used to deliver to unique invitation
code needed to register to the pilot. If the email address and the mobile phone number are not known,
the invitation must be created manually.

Step 1. Sven opens the invitation link in the invitation email in a browser.
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(MEDIXINE ElULIZ

Hello Sven Karlsson!

You have been invited to access a personal health record: Karlsson, Sven

Accept invitation

Step 2: Sven registers and signs in to PEP.

Hello Sven Karlsson!

You have been invited to access health record: Karlsson, Sven

Create an account

Email address*  tero@medixine.com

Password *

Retype password *

Terms of use * [ | accept the terms. Terms of use

N.B. The authentication method for patients and informal caregivers may vary depending on system
configuration and affects the authentication details the user must give when registering.

Step 3: After registration

On first use after registration, Sven is shown the care plan overview.
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[ MEDIXINE FVIRI3 SK| Sven Karlsson
(1]
Home Careplan Tracking Questionnaires Coaching Guidance ] ¥

Integrated care plan for hypertension, diabetes type Il and renal failure

A holistic care plan addressing three major health concerns of the elderly patient

Activities @ JENEIM Guidance  Settings

GOALS GUIDANCE

Decrease protein consumption Hypertensicn information

Decrease protein consumption to support improvement of kidney function.

Update progress

High blood pressure, or hypertension, rarely has
noticeable symptoms. But if untreated, it increases your
risk of serious problems such as heart attacks and
strokes.

Keep HbA1c under 7% mmol/|

Relax HbA1c to 7% mmol/l due to renal failure of the patient. Evaluate progress with 3 monthly
measurements.

Diabetes type 2

Update progress

Structural indemnity and normal physiological function of the skin and mucous membranes

Optimum maintenance of the feet in: temperature, sensitivity, hydration, pulses. Evaluate every 6 months.

Food aspect in diabetes
Update progress

@ http 1177.se/Fa a a
3.8. Patient can give access rights to his wife, Lisa Karlsson
Step 1: Sven opens Settings -> Access settings.
m su SK  Sven Karlsson
Home Careplan Tracking Questionnaires Coaching Guidance g &
Access settings
Personal caregivers who can access your data = Invite

Step 2: Sven chooses in the personal caregiver section Invite.
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Invite family member or personal caregiver X

Share health record with a family member or other caregiver.

Note! If you don't use the "Send invitation code as text message" -option you need to provide the invitation code

some other way.The invitation code is needed when the invitee signs up as a user.

First name *

Last name *
Email address *

Send invitation code as
a text message

Invitation code 84ACSF

Send invitation Cancel

Step 3: Sven fills in the requested information and presses Send invitation.

The system sends now an email invitation to personal caregiver.

Access settings

Personal caregivers who can access your data

MName Access status
Lisa Karlsson Invitation sent with code: D57144

Step 4. Personal caregiver opens the invitation link in a browser.

Inbox: lisa.karlsson n mér-wémbpr@mailinatorcom

O info@medixine.com Invitation to access a health record

Step 5. Lisa Karlsson sees the invitation page.

D7.4 version v1.0, dated 30 April 2018

= Invite

Cancel invitation

moments ago

Page 60 of 100



689181 — C3-Cloud

Hello Lisa Karlsson!

You have been invited to access a personal health record: Karlsson, Sven

Accept invitation

Step 6. Lisa Karlsson enters the invitation code.

Hello Lisa Karlsson!

You have been invited to access health record: Karlsson, Sven

More additional info about the process.

Enter your invitation code =

No account yet? Already have an account?

[ T

CREATE AN ACCOUNT SIGN IN

Step 7. Lisa Karlsson creates an account, registers and signs in to PEP.
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Hello Lisa Karlsson!

You have been invited to access health record: Karlsson, Sven
More additional info about the process.

Create an account

Email address* | lisa.karlsson@mailinator.com
Pazszword*  essssssss
Retype password * sssssssss
Firstname * | Lisa
Last name *  Karlsson
Terms of use * accept the terms. Terms of use

Step 8. Lisa Karlsson sees Sven’s Care plan and can access the other PEP functionality.
N.B. Same default view for the informal caregiver as the patient has.
C3-Cloud C3DP Application

3.9.Dr. Svensson is added to Sven’s Care Team, and assigned as ‘Care Coordinator’.

3.10. C3DP registers the patient to TIS, by providing his patient ID to initiate the retrieval of
patient’s current medical summary, and his current active hypertension treatment plan, and stores
them to FHIR Repository.

Technical Interoperability Suite

3.11. TIS
The patient summary depicted in ‘EncounterA_PatientData’ sheet of Appendix A-
DataforStoryBoard.xlsx is provided as FHIR resources as indicated in Table 3.

After C3DP registers the patient to TIS, TIS will get in contact with Local systems and SIS and push
the data to FHIR repository.

SIS

3.12. To be detailed by INSERM (regarding how the patient summary in local format is processed
to create the necessary FHIR resources. ..

Technical Interoperability Suite
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3.13. TIS pushes the data to FHIR Repository

Table 4 Data to be generated in FHIR repository during Patient Registration Phase

Data C3-Cloud Test Data File Related
Resource Step
Type
Basic patient data for Sven Patient Patient 1-000001 3.4
Given Name: Sven Sven-v01.json
Family Name: Karlsson
Gender: Male
Age: 67
Care Team for Sven (involving Anna Svensson and Martina CareTeam CareTeam ct-001- 3.6
LC) v01.json

Table 5 Identity Data for Patient to be generated in Core Services during Patient Registration Phase

Data Test Data File Related
Step
User account data for Sven sven_profile.json 34

Table 3 Patient Medical Summary Data retrieved from Local Care systems via TIS and stored to C3DP FHIR Repository:

Data

C3-Cloud Resource
Type

Test Data File

Related step

Sven Karlsson’s profile

Patient

Patient 1-000001 Sven-
v02.json

3.7

Lisa Karlsson’s profile as an Informal
Caregiver

RelatedPerson

RelatedPerson 1-000002
Lisa.json

3.7

Conditions of Sven Karlsson

Condition

Condition c-001
hypertension-v02.json
Condition ¢-002 improving
health.json

Condition c-003
diabetes.json
Condition c-004
hypertension with
comp.json

Condition ¢-005 mild
renal.json

3.7

Encounters of Sven Karlsson

Encounter

Encounter e-001.json
Encounter e-002.json
Encounter e-003.json
Encounter e-004.json
Encounter e-005.json
Encounter e-006.json
Encounter e-007.json
Encounter e-008.json
Encounter e-009.json
Encounter e-010.json
Encounter e-011.json
Encounter e-012.json
Encounter e-013.json
Encounter e-014.json
Encounter e-015.json
Encounter e-016.json
Encounter e-017.json
Encounter e-018.json

3.7
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Medications of Sven Karlsson

MedicationStatement

Medicationstatement ms-
001 enalapril.json
Medicationstatement ms-
002
enalapril_doseincrease.json

3.7

Lab results of Sven Karlsson

Observation

Lab Result 1-001.json
Lab Result 1-002.json
Lab Result 1-003.json
Lab Result 1-004.json
Lab Result 1-005.json
Lab Result 1-006.json
Lab Result 1-007.json
Lab Result 1-008.json
Lab Result 1-009.json
Lab Result 1-010.json
Lab Result 1-011.json
Lab Result 1-012.json
Lab Result 1-013.json
Lab Result 1-014.json
Lab Result 1-015.json
Lab Result 1-016.json
Lab Result 1-017.json
Lab Result 1-018.json
Lab Result 1-019.json
Lab Result 1-020.json
Lab Result 1-021.json
Lab Result 1-022.json
Lab Result 1-023.json
Lab Result 1-024.json
Lab Result 1-025.json
Lab Result 1-026.json
Lab Result 1-027.json

3.7

Vital Signs of Sven Karlsson

Observation

Vital Sign vs-001.json
Vital Sign vs-002.json
Vital Sign vs-003.json
Vital Sign vs-004.json
Vital Sign vs-005.json
Vital Sign vs-006.json
Vital Sign vs-007.json
Vital Sign vs-008.json
Vital Sign vs-009.json
Vital Sign vs-010.json
Vital Sign vs-011.json
Vital Sign vs-012.json
Vital Sign vs-013.json
Vital Sign vs-014.json
Vital Sign vs-015.json
Vital Sign vs-016.json
Vital Sign vs-017.json
Vital Sign vs-018.json
Vital Sign vs-019.json

3.7

Other observations

Observation

Observation obs-001
Observation obs-002

3.7

Location of the GP Office

Location

Location 1-005 GP
office.json

3.7

Lab results of Sven Kalsson

Observation

LabResults Ir-001.json
LabResults Ir-002.json

3.7
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Table 4 Patient’s Hypertension Treatment Plan retrieved from Local Care systems via TIS and stored to C3DP FHIR
Repository:

Data C3-Cloud Test Data File Related step
Resource Type

Sven Karlsson’s Hypertension Treatment | CarePlan CarePlan cp-001 3.7

Plan hypertension treatment

plan.json (including all
the referenced resources,
such as activities and
goals)

Test Data Files related with Sven Karlsson’s Hypertension Treatment Plan are provided in Appendix
B- BaselineData.

4. Initial integrated Care Plan Preparation via C3DP (Appointment A- Primary Care
Physician Visit - 21/07/2009)

C3DP Application

4.1. Dr. Svensson quickly reviews Sven’s medical summary from the Patient Medical Summary
Menu.

4.2.Dr. Svensson initiates the process to create an integrated care plan for the patient. At this stage,
he has been asked by PCPDP whether he would like to start from any of the existing (imported)
care/treatment plan. She chooses to start from his hypertension treatment plan.

4.3. Dr. Svensson finalizes the metadata of this new integrated plan (such as next review date), and
selects the ‘health concerns’ to be targeted by this care plan among the conditions of the patient
as ‘type 2 diabetes’, ‘mild renal impairment’ and ‘hypertension with complications’.

4.4. Dr. Svensson will be able to see the imported goals and activities from the ‘Hypertension
Treatment Plan’ in the PCPDP tool

4.5.PCPDP will open up the “Chronic Disease Profile” panel, where she is requested to check the
parameters that are essential in deciding the personalized goals and activities for addressing his
new conditions in the light of information provided by the evidence based clinical guidelines. Dr.
Svensson reviews them, and updates when necessary. She will be reminded these parameters in a
context dependent manner in the relevant steps of the care plan definition process. (For the sake
of simplicity, in this story board the updates she will be carrying out in patient’s parameters’ will
be highlighted in the relevant step below).

4.6. Dr. Svensson starts adding new goals and activities for the patient. PCPDP provides guidance to
Dr. Svensson by presenting the high-level goals that needs to be attained for a patient being
treated for Diabetes in a step by step manner as a wizard.

4.6.1. First of all, by processing the care plan template prepared for Diabetes & Renal Failure,
PCPDP suggests goals and activities for organizing Diabetes Education Sessions as depicted

in Table 5.
Table 5 Goals and Activities Suggested by PCDP based on Care Plan Template at Step 4.6.1:

GOALS
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Goal 1:

Activity 1: Type Il Diabetes
Education

Activity 2: Type Il Diabetes
Education Appointment

category

Description code

Description text

ACTIVITIES
Title

Description

Category

url
Title

Description

Specialty

serviceCategory
serviceType

Safety, http://hl7.org/fhir/goal-
category

311401005, Patient Education,
SNOMED International 2017
v1.33.2

Offer evidence based structured
education to patients and caregivers

Recommend Type 2 Diabetes
Education

Type 2 Diabetes Education Material
for patients

CommunicationRequest

https://patient.info/health/type-2-
diabetes

Diabetes Education Review
Diabetes Education Review (at
Diagnosis and with annual
reinforcement)

408475000, Diabetic medicine,
SNOMED International 2017
v1.33.2

13 (Education & Learning)
488 (Diabetes Educator)

Dr. Svensson, agrees with these recommendations, and adds this goal and activity to the care
plan by editing the details (like the date of the appointment with Diabetes Nursg, i.e. Erik

Larsson for diabetes education.
In addition to these, Dr. Svensson adds an additional Education Material for Hypertension as

follows:
Patient Educational Material
Title Topic Link
High blood pressure 110, https://patient.info/health/high-

(hypertension)

Essential (primary)
hypertension, ICD-10

blood-pressure-hypertension

4.6.1.1. Dr. Svensson adds Diabetes Nurse, Erik Larsson to the Care team. He also adds two new
activities (1) for the patient to fill a questionnaire regarding lifestyle habits, preferred type of
food and physical activities, and (2) for uploading daily photos of his meals to PEP during the

next week, before Sven’s appointment with Erik Larsson.
We can use the “"How are you? Quiz" by the NHS One You” that Pontus has already prepared.

4.6.1.2. Erik Larsson receives a system notification about the care team member invitation and
accepts this invitation to be involved in Sven’s care team.
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4.6.2.

Then, by processing the care plan template prepared for Diabetes & Renal Failure, PCPDP
suggest a high level goal for “Diet & Lifestyle Management”.

GOALS

Goal 2: category Safety, http://hl7.org/fhir/goal-

4.6.2.1.

category
Description code

e Dietary & Lifestyle Management

This high-level goal will be presented as a separate tab in PCPDP, guiding the healthcare
professional about the necessity of a number of goals and activities that can be grouped under
the “Diet & Lifestyle Management” title.

In order to suggest personalized goals and activities about Diet & Lifestyle Management,
PCPDP makes a call to CDSM service for “Diet Plan Suggestions”. The parameters need to
be passed to the “Diet Plan Suggestion” service, i.e. “list of conditions of patient” in our case
“Type 2 Diabetes diagnosis, Mild Renal Failure and Hypertension” and “his latest eGFR
measurements”, are presented to Dr. Svensson for confirmation, then the call to CDSM is
completed.

CDSM Services

Receiving the prefetch data as FHIR Resources, the CDSM service executes the decision
logic implemented in GDL2, and returns the suggested goals and activities as summarized in

the following table.
Table 6 Goals and Activities Suggested by “Diet Plan Suggestion” CDSM

GOALS

Goal 3: category Dietary, http://h17.org/fhir/goal-

category"

Description code 385769008, Encouragement of
compliance (regime/therapy),
SNOMED International 2017
v1.33.2

Description text Comply with the dietary restrictions
mild renal failure and diabetes.
Evaluate every 6 months.

Activity 3: Title Preparation to correctly follow the

prescribed diet
Description e Encourage Mediterranean
diet with reduced sodium
level (salt intake))

e Explain the purpose of the
diet, report permitted and
prohibited foods, provide
meal plans in writing.

e Provide dietary advice in a
form sensitive to the
person's needs, culture and
beliefs, being sensitive to
their willingness to change
and the effects on their
quality of life.
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Activity 4:

e Emphasize advice on
healthy balanced eating that
is applicable to the general
population when providing
advice to adults with type 2
diabetes.

Category i

Code 5614, Teaching: prescribed diet,
Nursing Interventions Classification
(NIC)

performer HP (Please note that as CDS does
not know the identity of individual
health professionals, but it indicates
whether the activity is targeted for a
HP or the PATIENT. Then in
PCPDP the necessary assignments
are completed by the Care plan
editor, i.e. HP).

Title
Follow the Diet

Description . .
escriptio Strictly follow the Diet programme

(Mediterranean diet with reduced
sodium level (salt intake))
Category .
Diet
Code 385769008, Encouragement of
compliance (regime/therapy),
SNOMED International 2017
v1.33.2

performer
PATIENT

C3DP Application

4.6.2.2. Receiving the suggested goals and activities from “Diet Plan Suggestion” service, PCPDP
processes them in comparison with the existing goals and activities in the care plan.

A goal identical to Goal 3 (coded with the same Snomed CT code) already exist in
the existing care plan, hence PCPDP highlights this factor and suggest Dr. Svensson
whether she wishes to keep the existing one or update it with the new suggestion. Dr.
Svensson prefers to update it, as it reflects the current condition of the patient (i.e.
Diabetes with mild renal failure).

An activity identical to Activity 3 (coded with the same Snomed CT code) already
exist in the existing care plan, hence PCPDP highlights this factor and suggest Dr.
Svensson whether she wishes to keep the existing one or update it with the new
suggestion. Dr. Svensson prefers to update it, as the description now suggests a new
diet (Mediterranean diet with reduced sodium level (salt intake)). As the performer
of the activity, she chooses “Erik Larsson”, i.e. the diabetes nurse, to deliver this
education about the diet regime.

An activity identical to Activity 4 (coded with the same Snomed CT code) already
exist in the existing care plan, hence PCPDP highlights this factor and suggest Dr.
Svensson whether she wishes to keep the existing one or update it with the new
suggestion. Dr. Svensson prefers to update it, as the description now suggests a new
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diet (Mediterranean diet with reduced sodium level (salt intake)). As the performer
of the activity, she chooses the patient, i.e. “Sven Karlsson”.
Finally, in the “Dietary Regime Management” tab, PCPDP reminds Dr. Svensson to choose the
necessary educational material about the suggested diet.

Table 7 Education Materials selected for Sven about Diet Management:

Patient Educational Material
Title Topic Link
Type 2 Diabetes Diet for Healthy Eating E11, https://patient.info/health/diabetes-
Type 2 diabetes healthy-eating-sheet
mellitus, ICD-10

4.6.3. By processing the care plan template prepared for Diabetes & Renal Failure, PCPDP suggests
a high level goal for “Blood Pressure Management”. This high-level goal will be presented as
a separate tab in PCPDP, guiding the healthcare professional about the necessity of a number
of goals and activities that can be grouped under the “Blood Pressure Management” title.

In order to suggest personalized goals and activities about Blood Pressure Management,
PCPDP makes a call to CDSM service for “Blood Pressure Management Suggestions”. The
parameters need to be passed to the “Blood Pressure Management Suggestions” service are
listed in Table 8.

Table 8 Clinical parameters presented to HP before passing them to Blood Pressure Management Suggestions CDSM:

Prefetch Data for “Blood Pressure Management Suggestions” Service
Items to be specifically checked Sven’s Data
Conditions Hypertension

\ (113.9-
Hypertension with
complications)

Type 2 Diabetes V(E11.2-Type 2
diabetes mellitus
with renal
complications)

Microvascular Conditions ( E11.2, E11.4, G63.2) v (E11.2-Type 2
diabetes mellitus
with renal
complications)

Macrovascular Conditions X
(E11.5,120,121,122,123,124,125,163,165,166,167.2,170,K55.1)

ACE inhibitor intolerance X

Medications ACE Inhibitors (Angiotensin Converting Enzyme v (C09AA02,
Inhibitor) Enalapril)

A 1l Blockers

Calcium Blocker

Diuretic

Alpha Blocker

Beta Blocker

XXX | X[ X[ X

Potassium-sparing diuretic
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Raas vV (C09AA02,
Enalapril)
Vital Signs Blood Pressure 72,127

Social History
Observations

Smoking Status

8517006 - Former
Smoker, SNOMED
CT

Alcohol Consumption Status (160573003- Snomed CT) 2

(drink/week)

Allergies

Intolerance to ACE inhibitors

X

These are presented to Dr. Svensson for confirmation (as presented in Figure XX). She
confirms existing data and completes smoking status and alcohol intake status as presented in
Table 8. Then the call to CDSM is completed.

CDSM Services

4.6.3.1. Receiving the prefetch data as FHIR Resources, the CDSM service executes the decision
logic implemented in GDL2, and returns the suggested goals and activities as summarized in
the following table.

Table 9 Goals and Activities Suggested by “Blood Pressure Management Suggestions” CDSM

Goal 4:

Activity 5:

GOALS
category

Description code

Description text

ACTIVITIES

Title

Description

Category

Code

performer

Timing

Activity 6: (Appointment) Title

Description

status

start
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Safety, http://hl17.org/fhir/goal-
category"

135840009, Blood pressure
monitoring (regime/therapy),
SNOMED International 2017
v1.33.2

Keep the blood pressure under
130/80 mmHg.

Measure Blood Pressure

Measure BP in every 4-6 months

Observation
385846000, Blood pressure taking

management (procedure), SNOMED
International 2017 v1.33.2
HP

In 6 months

Appointment for Blood Pressure
Management

Six monthly Blood Pressure
Management Appointment

proposed

(Date+6 Months)

Page 70 of 100



689181 — C3-Cloud

specialty

Performer
HP & PATIENT

C3DP Application

4.6.3.2. Receiving the suggested goals and activities from “Blood Pressure Management Suggestion”

service, PCPDP processes them in comparison with the existing goals and activities in the
care plan.

A goal identical to Goal 4 (coded with the same Snomed CT code) already exist in the existing
care plan, hence PCPDP highlights this factor and suggest Dr. Svensson whether she wishes
to keep the existing one or update it with the new suggestion. Dr. Svensson prefers to update
it, as it reflects the new Blood Pressure targets for the patient due to the new Diabetes with
microvascular complications condition.

The suggested activities for an appointment within 6 months for blood pressure management
and the accompanying BP observation are added to the care plan. Dr. Svensson completes the
missing parameters of these activities through PCPDP editing features.

In addition to this, Dr. Svensson adds an activity for the patient for measuring his BP once a
week, and record his measurements to PEP:

Activity 7: Title Self-monitoring of Blood Pressure
Description Measure your blood pressure once a
week in the morning, just after you
wake up, and record it to PEP
kind

4.6.4.

Observation

code 135840009, Blood pressure
monitoring (regime/therapy),
SNOMED International 2017
v1.33.2

Timing
Once a week in the morning

performer
Sven Karlsson

By processing the care plan template prepared for Diabetes & Renal Failure, PCPDP suggests
a high level goal for “Lipid Management”. This high-level goal will be presented as a
separate tab in PCPDP, guiding the healthcare professional about the necessity of a number of
goals and activities that can be grouped under the “Lipid Management” title.

In order to suggest personalized goals and activities about Lipid Management, PCPDP makes
a call to CDSM service for “Lipid Management Suggestions”. The parameters need to be
passed to the “Lipid Management Suggestions” service are listed in Table 10.

Table 10 Clinical parameters presented to HP before passing them to Lipid Management CDSM:

Prefetch Data for “Lipid Management Suggestions” Service
Items to be specifically checked Sven’s Data
Conditions CKD X
Type 2 Diabetes V(E11.2-Type 2
diabetes mellitus
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with renal
complications)
Macrovascular Conditions X
(E11.5,120,121,122,123,124,125,163,165,166,167.2,170,K55.1)
Muscle pain X
Medications Atorvastatin X
Lab results LDL 132
eGFR 58
Aspartate transaminase (AST X
Alanine transaminase (ALT) X
Risk Calculations | Cardiovascular Risk (via QRISK?2) NA (Later calculated
as 29.1 %)

These are presented to Dr. Svensson for confirmation (as presented in Figure XX). She
confirms the existing data. As CVD risk has not been calculated for this patient yet, Dr.
Svensson clicks “Calculate CVD Risk” button. The required data (presented in Table 11) to
calculate CVD risk via QRISK2 algorithm is presented and Dr. Svensson confirms with the
patient that Sven does not have any 1st degree relative who has suffered from Heart attack or
Angina before age 60. Then his CVD risk is calculated automatically as 29.1 % by calling the
“CVD Risk” calculation services.

Table 11 Clinical parameters presented to HP before passing them to QRISK2 CDSM:

Prefetch Data for “QRISK2” Service
Items to be specifically checked Sven’s Data
Conditions CKD (stage 1-stage 5) X
Type 2 Diabetes vV (E11.2-Type 2
diabetes mellitus with
renal complications)
Type 1 Diabetes X
Rheumatoid arthritis (required for QRISK calculation) X
Atrial Fibrillation X
Medications Antihypertensives X
Calcium Blocker X
Diuretic X
Beta Blocker X
Raas \ (C09AA02,
Enalapril)
Vital Signs Blood Pressure 72,127
weight 90
height 180
Social History Smoking Status 8517006 - Former
Observations Smoker, SNOMED CT
Lab results LDL 132
HDL 52
cholesterol 198
eGFR 58
Family History Heart attack in a 1st degree relative < 60, Angina in a NA
1st degree relative < 60)
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Then all these parameters are passed to “Lipid Management Suggestions™ service, and the call

to CDSM is completed.

CDSM Services

4.6.4.1. Receiving the prefetch data as FHIR Resources, the CDSM service executes the decision
logic implemented in GDL2, and returns the suggested goals and activities as summarized in

the following table.

Table 12 Goals and Activities Suggested by “Lipid Management Suggestions” CDSM

Goal 5:

Activity 8: (Medication Request)

Activity 9: (Appointment)

Activity 10:

D7.4 version v1.0, dated 30 April 2018

GOALS

category

Description code
Description text

Target Measure code

Targeted range (coded)

Target Duration

Target Date

ACTIVITIES

Title

Description

Medication code
Dosage text

MaxDosePerPeriod

Title

Description

status
start
specialty
performer
Title

Description

Safety, http://h17.org/fhir/goal-
category"

Decrease Non-HDL Cholesterol by
%40

312260007 (Non-HDL Cholesterol)
High:87.6

3 months

Atorvastatin Recommendation

Offer Atrorvastatin 20mg
C10AAQ5, Atorvastatin, ATC

Atrorvastatin 20mg

20mg

Appointment for control visit (lipid
management)

Appointment for lipid control after 3
months

proposed
(Date+3 Months)
HP & PATIENT

Lipid Panel Test

Have lipid Panel test before 3
monthly lipid control visit
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kind )
Observation

code
24331-1, Lipid 1996 panel - Serum
or Plasma, LOINC

Timing
Date+3 months

performer
HP & PATIENT

Activity 11: Title )

Aspartate transaminase (AST) Test

Description Have Aspartate transaminase (AST)
test before 3 monthly lipid control
visit

kind ;
Observation

code
1920-8, Aspartate transaminase
(AST), LOINC

Timing
Date+3 months

performer
HP & PATIENT

Activity 12: Title ) )

Alanine transaminase (ALT) Test

Description Have Alanine transaminase (ALT)
test before 3 monthly lipid control
visit

kind )
Observation

code
1742-6, Alanine transaminase
(ALT), LOINC

Timing
Date+3 months

performer

HP & PATIENT

C3DP Application

4.6.4.2. Receiving the suggested goals and activities from “Lipid Management Suggestion” service,
PCPDP processes them in comparison with the existing goals and activities in the care plan.
No matching/clashing existing goal or activity are found, all are presented as suggestions to
Dr. Svensson, who reviews and adds them all to the care plan by completing the missing
details.

4.6.5. By processing the care plan template prepared for Diabetes & Renal Failure, PCPDP suggests
a high level goal for “Blood Glucose Management”. This high-level goal will be presented as
a separate tab in PCPDP, guiding the healthcare professional about the necessity of a number
of goals and activities that can be grouped under the “Blood Glucose Management” title.

First of all, based on the care plan template, in order to set a personalized HbA1C goal for the
patient, PCPDP makes a call to CDSM service for “HbA1C Target Suggestions”. The
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parameters need to be passed to the “HbA1C Target Suggestions” service are listed in Table

13.
Table 13 Clinical parameters presented to HP before passing them to “HbAIC Target Suggestions” CDSM:

Prefetch Data for “HbA1C Target Suggestions” Service

Items to be specifically checked Sven’s Data
Conditions Type 2 Diabetes v (E11.2-Type 2
diabetes mellitus with
renal complications)
Medications Any treatment with risk of hypoglycemia: A10A, X
A10BB, A10BC01, A10BD01, A10BD02, A10BD04,
A10BD06
Lab results eGFR 58
Observations Fraility Score Not available in EHR
Reduced Life Expectancy No indication in EHR
Weight 90
Demographics Age 67

Dr. Svensson indicated that the patient is not “Frail” and does not have “Reduced Life
expectancy”. Then these parameters are passed to the respective CDS service.

CDSM Services

4.6.5.1. Receiving the prefetch data as FHIR Resources, the CDSM service executes the decision
logic implemented in GDL2, and returns the suggested goals and activities as summarized in

the following table.
Table 14 Goals and Activities Suggested by “HbAlc Target Suggestions” CDSM

GOALS
Goal 6: category Safety, http://hl7.org/fhir/goal-

category"

Description code 51798006 - Decreased glucose level
(finding)- Snomed CT

Description text Keep HbA1C level below 48
mmol/mol (6.5%)

Target Measure code 4548-4 (HbALc)

Vel a2 (Eoelet) High:48 mmol/mol (6.5%)

Target Duration 3 months

Target Date

Information Cards

If the following conditions are observed:

o disturbed erythrocyte turnover and/or

e abnormal hemoglobin and/or

e unexplained discrepancies between HBA1c and glucose measurements
then “Estimate trends in blood glucose control using one of the following: quality-controlled plasma glucose
profiles, total glycated haemoglobin estimation (if abnormal haemoglobins), fructosamine estimation” & Seek
advice from specialists in diabetes and clinical biochemistry

C3DP Application
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4.6.5.2. Then, in order to suggest personalized goals and activities related with “Blood Glucose
Management Therapies” PCPDP makes a call to CDSM service for “Blood Glucose
Management Therapy Suggestions”. The parameters need to be passed to the “Blood Glucose

Management Therapy Suggestions” service are listed in Table 15.
Table 15 Clinical parameters presented to HP before passing them to “Blood Glucose Management Therapy
Suggestions” CDSM:

Prefetch Data for “Blood Glucose Management Therapy Suggestions” Service

Items to be specifically checked Sven’s Data

Conditions Type 2 Diabetes vV (E11.2-Type 2
diabetes mellitus with
renal complications)

Symptomatic hyperglycemia (E11.0A - E11.1B)

Alcoholism with complications (F10.2A - F10.2X, K70)

Cardiac Failure

Hepatic Impairment

Liver Insufficiency

Diabetic Ketocodosis

Bladder cancer

Uninvestigated macroscopic hematuria

Malnutrition

Acrthrosis in hip

Arthrosis in knee

Schizophrenia and other psychosis

Significant risk of hypoglycemia

Medications Bosentan

Canaglifozin

Empaglifozin

Insulins and Analogues

Sulfonylureas

Glymidine

Phenformin and Sulfonylureas

Metformin and Sulfonylureas

Glimepiride and Rosiglitazone

Glimepiride and Pioglitazone

Metformin

DPP-4 inhibitor

Pioglitazone

SGLT-2 inhibitor

GLP-1

Lab results eGFR

HbA1C

8gg><><><><><><><><><><><><><><><><><><><><><><><><><>< X| X

Observations Weight

Height 180

Demographics Age 67

Social History Occupation (Taxi/lorry/bus/train driver, airplane X
personel, divers)

Allergy and Metformin Intolerance X

Intolerances Sulfonylurea Intolerance X
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Dr. Svensson reviews these parameters and confirms them. Then these parameters are passed
to the respective CDS service.

CDSM Services

4.6.5.3. Receiving the prefetch data as FHIR Resources, the CDSM service executes the decision
logic implemented in GDL2, and returns the suggested goals and activities as summarized in

the following table.

Table 16 Goals and Activities Suggested by “Blood Glucose Management Therapy Suggestions” CDSM

Activity 13: (Medication
Request)

Activity 14: (Appointment)

Activity 15:

Activity 16:
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ACTIVITIES

Title

Description

Medication code
Dosage text

MaxDosePerPeriod

Title

Description

status
start
specialty
performer
Title

Description

kind

code

Timing
performer

Title

Metformin Recommendation

Offer Metformin 500mg twice a
day, (gradually increase the dose to
reach this dose)

A10BAO02, Metformin, ATC

Metformin 500mg twice a day

1000mg

Appointment for control visit
(blood glucose management)

Appointment for control visit
(blood glucose management)
6weeks after therapeutic change
proposed

(Date+6 weeks)

HP & PATIENT

HbA1C Test

Have HbA1c before control visit

Observation

4548-4,
Hemaoglobin Alc/Hemoglobin.total
in Blood,LOINC

Date+6 weeks
HP & PATIENT

Fasting Glucose Test
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Description
Have Fasting Glucose Test before
control visit
kind )
Observation
code
1558-6, Fasting glucose
[Mass/volume] in Serum or
Plasma, LOINC
Timing
Date+6 weeks
performer
HP & PATIENT
Activity 17: Title
eGFR Test
Description
Have eGFR before control visit
kind .
Observation
code
33914-3, eGFR Test, LOINC
Timing
Date+6 weeks
performer
HP & PATIENT

Information Cards

Arrange Control visit 6 weeks after therapeutic change, 6 months if no change
Order HbA1c and p-glucose labs both for the control visits.
Order eGFR for the control visit if the record will be older than 6 months.

C3DP Application

4.6.5.4. Receiving the suggested goals and activities from “Blood Glucose Management Suggestion”
service, PCPDP processes them in comparison with the existing goals and activities in the
care plan. No matching/clashing existing goal or activity are found, all are presented as
suggestions to Dr. Svensson, who reviews and adds them all except the Activity 17 (eGFR
Test) to the care plan by completing the missing details. She omits eGFR test suggestion in
the light of the information card, as eGFR test has been recently conducted and it will not be 6
months till the next control visit. She also realizes that there is already an appointment after 3
months (related with lipid control), and decides to conduct the Blood Glucose control in the
same visit, and deletes the recently added 6 weekly control.

4.6.6. By processing the Diabetes & Renal Failure care plan template, PCPDP suggests to add a
high level goal to monitor complications (microangiopathy complications such as retinopathy,
nephropathy, and neuropathy; erectile dysfunction), and an appointment for a yearly control
visit to check these complications.

Table 17 Goals and Activities Suggested by Care Plan template for monitoring of complications

GOALS
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Goal 7: category
Description code

Description text

Activity 18: (Appointment) Title

Safety, http://hl7.org/fhir/goal-
category"

NOC Code, Avoid

microangiopathy,NOC

Monitor Diabetes Complications
Appointment for annual control visit

(Monitor complications)

Description

status

start

Appointment for annual control visit

(Monitor complications)

proposed

(Date+12 Months)

specialty

performer

HP & PATIENT

Dr. Svensson reviews these suggestions and agrees to add them to the careplan.

4.6.7. By processing the care plan template prepared for Diabetes & Renal Failure, PCPDP suggests

a high level goal for “Diabetic Foot Problem Management”. This high-level goal will be

presented as a separate tab in PCPDP, guiding the healthcare professional about the necessity

of a number of goals and activities that can be grouped under the “Diabetic Foot Problem

Management” title.

In order to suggest personalized goals and activities about Diabetic Foot Problem
Management, PCPDP makes a call to CDSM service for “Diabetic Foot Problem Management
Suggestions”. The parameters need to be passed to the “Diabetic Foot Problem Management

Suggestions” service are listed in Table 18.
Table 18 Clinical parameters presented to HP before passing them to CDSM:

Prefetch Data for “Diabetic Foot Problem Management Suggestions” Service

Items to be specifically checked

Sven’s Data

Conditions

Ulceration of limb

X

Spreading infection in limbs

Critical limb ischemia

Non-Critical limb ischemia

gangrene

Suspicion of an acute arthropathy

neuropathy

Callus of limb

Deformity of limbs

Conditions/Procedures/Medications???

Ulceration therapy

XX XXX XXX X

Renal replacement therapy

X

These are presented to Dr. Svensson for confirmation, she confirms that non of the conditions exist

for Mr. Karlsson.

Then all these parameters are passed to “Diabetic Foot Problem Management Suggestions”
service, and the call to CDSM is completed.
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CDSM Services

4.6.7.1. Receiving the prefetch data as FHIR Resources, the CDSM service executes the decision
logic implemented in GDL2, and returns the suggested goals and activities as summarized in

the following table.

Table 19 Goals and Activities Suggested by “Diabetic Foot Problem Management Suggestions” CDSM

Activity 19: (Appointment)

Title

Description

status
start
specialty

performer

C3DP Application

Appointment for annual control visit
(Diabetic Foot Problem
Management)

Appointment for annual control visit
(Diabetic Foot Problem
Management)

proposed

(Date+12 Months)

HP & PATIENT

4.6.7.2. Receiving the suggested goals and activities from “Diabetic Foot Problem Management
Suggestion” service, PCPDP processes them in comparison with the existing goals and
activities in the care plan. PCPDP discovers that there is already an appointment in the care
plan in the same dates, and notifies this to Dr. Svensson. Dr. Svensson reviews the
suggestions, and updates the existing appointment’s description to include “Diabetic Foot
Problem Management” as well without adding a new control visit.

4.6.8.
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By processing the Diabetes & Renal Failure care plan template, PCPDP suggests to add a

goal for “Monitoring Eye Disease”, a “Referral for retinography” immediately.

Goal 8:

Activity 20: (Referral)

category
Description code

Description text
Title

Description

status
start
specialty

performer

GOALS

Safety, http://hl7.org/fhir/goal-
category"

274412005, Eye disorder Screening,
Snomed CT

Monitoring Eye Disease

Referral for retinography

Referral for retinography (Monitor
eye disease complications)

proposed
Tomorrow
Ophtalmologist

HP & PATIENT

Dr. Svensson reviews these suggestions and agrees to add them to the careplan.
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4.7.Dr. Svensson assesses the mental state of Sven Mini-Mental examination. Additionally, he
assesses his functional impairment status via Barthel Index and notes the results to the care plan.

4.8. After discussing with Sven, Dr. Svensson adds a care barrier to his care plan indicating that he
refuses blood transfusions.

4.9. Dr. Svensson checks the possible contradictions in the draft care plan via the reconciliation
feature of PCPDP. Details to be completed after examining the reconciliation services. ..

4.10. Once the care plan is finalized, C3DP shares the current care plan with all the care team
members and also with the Patient and his informal care giver, Lisa Karlsson by sending a
notification to PEP.

Table 20 Patient’s Integrated CarePlan stored in C3DP FHIR Repository and shared with PEP:

Data C3-Cloud Test Data File Related step
Resource Type
Sven Karlsson’s Integrated Care Plan CarePlan CarePlan cp-002.json 4.23
after Encounter A (including all the
referenced resources, such
as activities and goals)

PEP
4.11. Upon receiving the event notification, PEP retrieves the new care plan instance from FHIR
Repository
Pre-requisite a [optional]: Sven may optionally choose to review and change his notification
settings. By default careplan change notifications are enabled.
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Motifications

Yes Mo

Active notifications

+ Careplan change notification

+ Daily activity reminder

Recipient

« Syen Karlsson

Lisa Karlsson

Step 1. Email Notification of new/changed care plan to patient!

No screenshot for this functionality. Happens automated under the hood in PEP Gateway when the
new / changed care plan event is triggered by C3DP to PEP.

4.12. Patient sees care plan
Step 1. Sven views a care plan overview with the goals and associated guidance assets to get to
know the care plan.
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[ MEDIXINE FVIRI3 SK| Sven Karlsson
(1]
Home Careplan Tracking Questionnaires Coaching Guidance ] ¥

Integrated care plan for hypertension, diabetes type Il and renal failure

A holistic care plan addressing three major health concerns of the elderly patient

Activities @ JENEIM Guidance  Settings

GOALS GUIDANCE
Decrease protein consumption Hypertension information
Decrease protein consumption to support improvement of kidney function. @ http .nns conditions/Bloo gn)

Update progress
High blood pressure, or hypertension, rarely has

noticeable symptoms. But if untreated, it increases your
risk of serious problems such as heart attacks and

Keep HbA1c under 7% mmol/| strokes,
Relax HbA1c to 7% mmol/l due to renal failure of the patient. Evaluate progress with 3 monthly
measurements.
Diabetes type 2
Update progress P

@htp

Structural indemnity and normal physiological function of the skin and mucous membranes

Optimum maintenance of the feet in: temperature, sensitivity, hydration, pulses. Evaluate every 6 months.

Food aspect in diabetes
Details... Update progress
@ hitp/fvwww.1177 se/Fakta-och-rad/Sjukdomar

Details of a general goal:

GOAL

Personal actions for the management of kidney disease, its treatment and to
prevent the progression of the disease and complications

Maintain therapeutic regime in relation to diet, control and management of symptoms.
# Priority: high-priority

< Target: behind-target

Start: 9/12/2016 9:00:00 PM

& Expressed by: Helene MM

Update progress

Details of a goal with target measure:
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GOAL

Keep HbA1c under 7% mmol/|

monthly measurements.

# Priority: high-priority

= Limit: less than 7.0 mmol/I

Due date: 2017-02-15

Start: 9/1/2016 9:00:00 PM

& Expressed by: Anders Blom

Update progress

= Measure: Hemoglobin A1c/Hemoglobin.total in Blood (4548-4)

Relax HbA1c to 7% mmol/l due to renal failure of the patient. Evaluate progress with 3

Step 2. Sven views the activity views: today, calendar, list, history.

Today view:

Home Careplan Tracking Questionnaires Coaching Guidance

Integrated care plan for hypertension, diabetes type Il and renal failure

A holistic care plan addressing three major health concerns of the elderly patient

Overview  Guidance Settings

™ Today B2 Calendar EList @ History

ACTIVITIES TODAY

Mealtime insulin three times a day

#A Timing: repeat 3 times every 1d from 2016-09-02 at breakfast, at lunch, at dinner

Update progress

Enalapril once a day

g4 Timing: repeat 1 times every 1d from 2003-07-13 at breakfast

Update progress

Basal insulin twice a day

A Timing: repeat 2 times every 1d from 2014-09-13 at 09:00:00, 21:

Update progress

Take a walk daily
A brisk walk once daily for 30 minutes

#3 Timing: repeat 1 times every 1d from 2009-07-30

m Update progress
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SK Sven Karlsson

Started on: 7/21/!
Last update: 5/
Next rey

RELATED GOALS

Decrease protein consumption

W 9/1/201

Decrease protein consumption to support

improvement of kidney function.

Update progress

Keep HbATc under 7% mmol/I

Relax HbA1C to 7% mmol/l due to renal failure of
the patient. Evaluate progress with 3 monthly

measurements.

Update progress

Structural indemnity and normal

physiological function of the skin and

mucous membranes

Optimum maintenance of the feet in:

temperature, sensitivity, hydration, pulses.

Evaluate every 6 months.

Update progress
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Calendar view:

Integrated care plan for hypertension, diabetes type Il and renal failure
A holistic care plan addressing three major health concerns of the elderly patient

Overview Guidance Settings

™ Today B# Calendar =lList @ History
< > today
w Sun Mon
22
23 4 3
+8 more +6 more
24 11 12
+6more +8 more +6 more
25 18 19
+6more +8 more +6 more
26 25 26
+6 more +8 more +6& more
27
+6more +8 more +6 more

JUNE 2017

Wed

+8 more +6 more

13 Wednesday, June 14 X

n of the feet|

times a day

Integrated care plan for hypertension, diabetes type Il and renal failure

A holistic care plan addressing three major health concerns of the elderly patient

Overview  Guidance  Settings
™ Today B4 Calendar ElList @ History
ACTIVE ACTIVITIES

All Medication Observe Appointments

Mealtime insulin three times a day

Update progress

Basal insulin twice a day

Update progress

Enalapril once a day

Update progress

Other

y day 3 times at breakfast and at lunch and at dinner from 2016-09-02

y day 2 times at 09:00, 21:00 from 2014-09-13

¢ day 1 time at breakfast from 2003-07-13
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Started on: 7/21/2009 8:00:00 AM
: 5/26/2017 3:33:52 PM

9/1/2017 9:00:00 PM

month  week day
Fri Sat
1 2 3
8 9 10
+6 more +6 more
15 16 17
+6 more +6 more
22 23 24
+6 more +6 more
29 30
+6 more +6 more
Started on: 7/21/2
Last update: 6/
Next review: 9/1/2017 9:00:00 PM
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[[Clinical Partners will provide details of what careplan activity information in the examples to show
to patient when patient is viewing how to follow the published care plan.]]

Identified activity/request types:

General activity (none of the more specific types listed below)
MedicationRequest (use medication)

Appointment (meet with someone)

DeviceRequest (measure with device)

CommunicationRequest (this is guidance information)
The following activites are internal to healthcare provider and not directly displayed to patient
ReferralRequest (hide from patient?; there should always be a related appointment)

ProcedureRequest hide from patient?; there should always be a related appointment)

General activity:

| General ]
Protein reduced diet

Strictly follow the protein reduced diet provided by the nutritionist Dr. Stina Ek

Update progress

MedicationRequest:
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Mealtime insulin three times a day

28 When: every day 3 times at breakfast and at lunch and at dinner from 2016-09-02
Instruction: 5 E mealtime insulin at breakfast, lunch and dinner

Dose quantity: 5 1U

Code: insulin (human) (A10AB01)

Route: Subcutaneous route (34206005)

Authored on: 2016-09-02

Update progress

Booked Appointment:

Control visit with Dr. Anna Svensson
B Time: 3/15/2017 12:30:00 PM

@ Location: Ostersund Health Care Center
& Participants: Dr. Anna Svensson

I Service category: General Practice

Update progress

Proposed Appointment:
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Virtual care plan review meeting - Annual

Update progress

DeviceRequest:

4.13. Patient sees educational material
Step 1: Sven opens the careplan guidance page and can access guidance assets associated with the
care plan.

Home Careplan Tracking Questionnaires Health Record Coaching Guidance 4 o

Integrated care plan for hypertension, diabetes type Il and renal failure
A holistic care plan addressing three major health concerns of the elderly patient

Activities@  Overview Settings

CAREPLAN GUIDANCE

Diet in Chronic Kidney Disease

High blood pressure (hypertension)

Type 2 diabetes

Multimorbidity video

Embedded, interactive guidance

C3DP Application

4.14. A notification message to all care team members has been sent, informing that the integrated
care plan has been defined for Sven Karlsson.
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4.15. Upon notification Diabetes Nurse Erik Larsson opens the C3DP and views the current care
plan of Sven.
4.16. The integrated care plan instance is exported as a FHIR Care Plan resource shared with the
local EHR via TIS.
Technical Interoperability Suite

4.17. Care plan sharing with local care sites....
Local Care Site

4.18. Upon receiving the care plan from C3DP via TIS, it is processed, and new
MedicationStatement corresponding to the MedicationRequest inside the care plan for
Metformin is created in local care systems

Feedback from OSAKIDETZA:

e Drug Prescription: It has to be done from the ePrescription platform, PRESBIDE.
PRESBIDE can be called from the PCPDP platform. There would be a link, and given that
the Care Plan already has the CIC (Patient Identification Number) and the ID number of
the professional, the Presbide screen will be preloaded with the data of the patient and the
professional. Specific prescription (drug, dose, etc) should be completed in PRESCRIBE.
There has to be some development work to be done in PCPDP to integrate. Nico can send
you information on how to carry out the integration.

» Appointments and referrals: This can be done by the Health Care Professional only from the
“Working Station”, i.e. Osabide Global (or OGP in Primary care). There is a functionality
called "Gestor Peticiones" (“Order Entry”) in Osabide Global, where it is possible for the
professional to make a request for an appointment. The procedure is quite complex (it has
to take into account all the organizational structure of Osakidetza). So even if in theory it
could be feasible, due to internal nrms and complexity, we think it is out of scope of the
Project.

5. Patient Activities over PEP till Diabetes Nurse Visit (22/07/2009 - 30/07/2009)

PEP
5.1.Sven uses PEP functionalities to fill in the lifestyle questionnaire
Step 1: Sven sees the questionnaire activity in his Today-activities.

TODO: [no active questionnaire Activity at the moment in the FHIR repository. Let’s make one for
the future use into the FHIR repository. Below the available completed activity is used for
screenshots.]

Step 2: Sven clicks on the activity link to answer the questionnaire.

Fill in lifestyle questionnaire

Fill in the guestionnaire to collect information about your lifestyle
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Step 3: Sven answers each page of the questionnaire.

Lifelines Questionnaire 1 part 1 - General questions

What is your gender?

What is your date of birth?

i

What is your country of birth?

What is your marital status?

Step 4: Sven completes the questionnaire.

Clinical partners: [What message to patient after completing the example questionnaire. The message
can be configured separately for each defined questionnaire. Simple thank you message or a more
story/process related message?]

5.2. PEP directly stores the results as a QuestionnaireResponse FHIR resource to C3DP FHIR
Repository through the given interface

5.3. Sven uploads the photos of his daily meals to PEP everyday

Step 1: Sven logs in and opens the MealPhoto-tracker.

Step 2: Sven chooses to add a new meal photo. Sven attaches the photo has taken of his meal.

Add Meal photo entry X

Date and time *  5/29/2017 ] 1:34 a.m. p.m.

Meal photo ™ g Attach a file

Additional info
Cancel
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5.4.PEP directly stores these as MealPhoto Observation resources to C3DP FHIR Repository
through the given interface

6. Diet and Lifestyle counselling (Appointment B- Diabetes Nurse Visit -

30/07/2009)
C3DP Application

6.1. Erik Larsson opens up PCPDP and sees the highlighted goals and activities that requires his
attention. He completes the Patient education task he is assigned to.

6.2. Erik continues with Diet and Lifestyle counselling. He is able to see the questionnaire results,
and Sven’s meal photos via the C3DP interfaces. He examines them and adds a new exercise
goal for increasing physical activity and adds an accompanying activity (daily walk for 30
minutes) to the care plan.

6.3. He continues with “Diabetic Foot Problem Management” high level goal. Erik adds a new health
concern to the care plan related with the ‘Risk of deterioration of skin integrity”’, add a new goal
for “maintaining tissue integrity”’, and an activity for “Cleaning and inspection of the feet”.

6.4. Care Plan is finalized and saved to FHIR repository and a notification to care team members, and
to PEP is sent to inform the updated care plan

6.5. All care team members receive system notifications about the care plan update operation.

6.6. The finalized care plan is also shared with local care sites via TIS.

6.7. Erik has reminded Sven and Lisa to frequently use PEP to find information about their
conditions, to record the BP measurements and send questions to him and Dr. Svensson.

PEP

6.8. Upon receiving the event notification, PEP retrieves the new care plan instance from FHIR
Repository.....

Technical Interoperability Suite

6.9. Care plan sharing with local care sites....
Local Care Site

6.10. Upon receiving the care plan from C3DP via TIS, it is processed, and new health concern
corresponding to the “skin deterioration risk” is created in local care systems

7. Patient Activities till Control Visit (31/07/2009 - 20/10/2009)

PEP
7.1.Sven gets an automatic blood pressure meter and an activity tracking device to follow vital
measurements, and links them to PEP Platform

NOTE! Device assignment by care team (blood pressure cuff) for clinical devices. Values uploaded
to C3-Cloud automatically.

NOTE! Activity tracker could be a BYOD device, that when a supported one is used, the BYOD
device can be connected with PEP and the measured values transferred into C3Cloud.
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Pre-requisite a [optional]: Sven receives a daily reminder, that he has activities today and they
include measurements with connected devices.

Pre-requisite b [optional]: Sven logs in and views his non-completed measurement activity before
he starts measuring.

Measure blood pressure weekly

Measure your blood pressure once a week in the morning, just after you wake up. Make sure the measurement is available in your PEP record.

Update progress

[N.B. current information model activity information does not yet include any information, that would
allow linking the activity to relevant tracker, devices etc.]

Pre-requisite ¢ [optional]: Sven logs in and checks the info of his assigned devices.

Connected devices

Clinical devices

Observation type Device type Serial number State

Blood pressure Blood Pressure Monitor (A&D UA-767 PBT Ci) AB12345678 Active

Your own devices + Add device

Manufacturer Device Serial number State

Mo devices.

7.2.Sven uses the messaging functionality of PEP to ask about correct usage of blood pressure
monitor

Step 1: Sven opens Safe messaging. He has been reminded that for emergency cases, he should not
use messaging feature, instead he should directly call the emergency department.

| MEDIXINE I3 SK| Sven Karlsson

(1]

Home Careplan Tracking Questionnaires Coaching Guidance ] o

Step 2: Sven clicks on New Message

Inbox Sent Drafts

Search + New message

No messages
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Step 3: Sven writes the message and sends it to the care team.

To Careteam w

Subject  Lorem ipsum

Message | Maecenas ac mauris pulvinar, venenatis metus vitae, gravida massa. Nullam
eleifend diam diam, in malesuada ipsum porta vitae. Sed iaculis sit amet libero at
pulvinar. Fusce ornare leo ut turpis bibendum feugiat. Vestipulum ante ipsym
primis in faucibus orci luctus ef ultrices posuere cubilia Curae; Quisgue ante mi,

aliguet id ornare tempus, pulvinar portiftor augue. Integer pulvinar massa sit
amet ultricies ullamcorper. Maecenas rutrum felis nulla. sit amet accumsan
sapien hendrerit ac. Nullam vel blandit erat, sed ultrices turpis. In non ex placerat,
maollis leg euismod. elementum purus. Aenean sodales felis erat. ut suscipit liberg

laoreet id. Etiam suscipit felis id consequat commodo. Donec eleifend fringilla
eleifend.

Attachments & Attach a file

Send Cancel Save as draft

Step 4: Sven finds the sent messages in the Sent tab.

Inbox Sent Drafts

To Subject Date

Careteam Lorem ipsum 5/30/2017 2:36 PM

7.3. PEP passes this question to C3DP as a FHIR Communication message.

C3DP Application

7.4.C3DP receives patient’s message, saves it to FHIR Repository, and a notification is sent to Erik
Larsson about the new message received from the patient
7.5. Erik views and answers the message via C3DP messaging platform. C3DP delivers the response
to PEP as a FHIR communication.
PEP

7.6. PEP presents the message response to patient.
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Step 1: Sven has received notification of new message and has logged in. Sven notices the new
message(s) badge and opens his Safe Messaging inbox.

[ MEDIXINE EITRA3 SK  Sven Karlsson

Home Careplan Tracking Questionnaires Coaching Guidance Bo &
Step 2: Sven opens his Safe Messaging inbox.
(1]
Home Careplan Tracking Questionnaires Coaching Guidance B4 &

Inbox 1
From Subject Date
Careteam - Blom, Anders RE:Lorem ipsum 5/30/2017 2:40 PM

Step 3: Sven opens the response message and reads it.

) X

Reply

Careteam - Blom, Anders 5/30/2017 2:40 PN

To: Karlsson, Sven

RE:Lorem ipsum fay

Mauris fermentum dapibus turpis, nec scelerisque sapien tristique ut. Proin tellus lorem, porta ac
molestie non, maximus eu nulla. Donec ac nisl congue quam iaculis pharetra. Mauris nisi magna,
rhoncus in orci vitae, viverra egestas risus. Nunc rutrum, libero nec pretium rutrum, quam lacus
feugiat dolor, a mattis turpis sem sed ante. Proin nec mi ullamcorper, cursus ante sed, posuere
nulla. Sed elit enim, congue et viverra non, suscipit nec felis. Duis sit amet pharetra sapien. Nunc
euismod libero neque, in varius urna consectetur sed. Pellentesque tempus elit diam, sit amet
eleifend metus cursus vitae. Duis quis sapien nisi. Sed non dolor bibendum diam accumsan
molestie. Donec quis mauris ullamcorper, commodo odio ac, sollicitudin enim. Fusce convallis leo
justo, vitae ullamcorper velit ultricies vitae. Suspendisse risus felis, placerat ac interdum gravida,

egestas ultrices odio.

Lorem ipsum
RE:Lorem ipsum

[N.B: It should be discussed and specified who Sven may be in contact with (initiate new
conversations). Only the care team in general (message visible to all team members) or also directly
one-on-one with specific health professionals (if yes, which team members). If more specified and
controlled access is desired, the management of authorization needs to be specified.]

7.7.Patient regularly uses these devices, and the measurements are automatically transferred to PEP
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e Patient uses connected device kit assigned and given by care team

Devices

o>

BLOOD PRESSURE
A&D UA-767PBT-Ci

\/
SCALE
A&D UC-351PBT Ci

!
:

. ’
—lp :

Medixine Hub Software :

GLUCOMETER
CareSens N Premier

Step 1: Sven uses the assigned clinical device, which automatically uploads the value to the system.

Step 2: Sven receives a notification that measurement has been uploaded successfully.

e Sven reqisters measurement values using BYOD device

Withings/Nokia

DeviceCloud I
|
f

Step 1: Sven logs in and opens Device settings.
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Connected devices

Clinical devices

Observation type Device type

Blood pressure Blood Pressure Monitor (A&D UA-767 PBT Ci)
Your own devices

Manufacturer Devics Serial number

No devices.

Step 2: Sven registers his BYOD devices.

Select device manufacturer

%’ Withings®  iHealth’

Part of Nokia

Sign in with your Withings user account

"o’ Withings®

Part of Nokia
Username

Password

Continue

D7.4 version v1.0, dated 30 April 2018

Serial number

AB12345678

State

Active

+ Add device
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Select your device to connect

"o’ Withings-

Part of Nokia

Activity tracker

Active steel

Step 3: Sven sees his added BYOD device in the device list.

Connected devices

Clinical devices

Observation type Device type Serial number State

Blood pressure Blood Pressure Monitor (A&D UA-767 PBT Ci) AB12345678 Active
Your own devices + Add device

Manufacturer Device Serial number State

Withings Active steel ghjk13468 Active

Step 4: Sven uses his BYOD device and the measurements are transferred to the BYOD solution.

Step 5: The values are transferred at regular intervals from the BYOD solution to C3Cloud.

e Sven reqisters measurement values manually

Step 1: Sven sees his non-completed measurement activity.

Measure blood pressure weekly

Measure your blood pressure once a week in the morning, just after you wake up. Make sure the measurement is available in your PEP record.

Update progress

[N.B. current FHIR careplan activity information does not yet include any information, that would
allow linking activity to relevant tracker.]

Step 2: Sven opens the relevant tracker.
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Home / Tracking
*
Blood pressure @
il Chart = List £ Settings

Step 3: Sven adds a new measurement/observation value

Add Blood pressure entry X

Date and time* | 5/30/2017 B 3:08 a.m. | p.m.
Systolic pressure *
Diastolic pressure *

Pulse

Monitoring device type

Additional info

Save Cancel

7.8.PEP sends these data to C3DP FHIR Repository through the interfaces provided
PEP

7.9.0n 21/08/2009 Sven provides progress about the “Blood pressure activity” via PEP. He notes

that he is using the BP device comfortably now
Stepl: Sven opens the related care plan activity and choose Update progress.

Measure blood pressure weekly
Measure your blood pressure once a week in the morning, just after you wake up. Make sure the measurement is available in your PEP record.

Update progress

Step 2: Sven fills in the progress report fields and saves the progress update.
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Integrated care plan for hypertension, diabetes type Il and renal failure

A holistic care plan addressing three major health concerns of the elderly patient

Activities 6 Overview  Guidance  Settings

COMMENTS AND PROGRESS UPDATE FOR ACTIVITY: MEASURE BLOOD PRESSURE WEEKLY

Message:

Feedback* O | have started to pursue the activity
O 1 have finished this activity
O | cannot achieve this activity
O I had to stop this activity, but | will continue afterwards
O 1 had to stop this activity
O I haven't started to carry out this activity yet

Reason* - v

B3 o

[N.B: The real-world use of this functionality doesn’t yet feel fully clear. It should especially be
discussed when the patient will opt to use the messaging functionality and when will it feel natural to
use this progress update functionality to contact the care team.]

7.10. PEP sends these comments to C3DP FHIR Repository through the interfaces provided
C3DP Application

7.11. These notes are added to the current active care plan as progress notes of the respective
activities.
Local Care Site

7.12. On 18/10/2009 Sven goes to the health center, and completed his HbA1C test. His results are
saved to the local system.
Technical Interoperability Suite

7.13. TIS pushes the new lab result to C3DP...

8. New Follow-up Encounter (Appointment AB-Control - Primary Care Physician
Visit - 20/10/2009)
C3DP Application

8.1.Dr. Anna Svensson reviews Sven’s latest BP measurements received from the devices, and also
checks recent lab results.

8.2.Dr. Svensson checks the recent HbA1C measurement, and adds a note to the care plan indicating
that “The patient is progressing well with Metformin” (both to g-003 (Keep HbAlc under 6.5%

D7.4 version v1.0, dated 30 April 2018 Page 99 of 100



689181 — C3-Cloud

mmol/l), and to a-005 (Metformin twice a day)). She links the recent HbA1C measurement to
this goal as an outcome measurement.

8.3. Erik Larsson also reviews the most recent results, patient’s comments and after discussing with
the patient he adds notes to the relevant goals and activities, indicating that:

e (¢-005 (Structural indemnity and normal physiological function of the skin and mucous
membranes): The patient maintains the cutaneous integrity of the feet, performs well the care.
Monofilament test: 10/10.

e (-006 (Increase physical activity): The patient has increased daily activity level

e a-012 (Cleaning and inspection of the feet in order to achieve a clean and healthy relaxed
skin): Choice of appropriate footwear and socks. Maintains good hygiene and condition of
skin and toenails

8.4.Dr. Svensson and Erik Larsson encourages the patient to continue his exercises, diet and
medications and arranged the next 3 monthly control visit on 02/01/2010

8.5. Care Plan is finalized and saved to FHIR repository and a notification to care team members, and
to PEP is sent to inform the updated care plan

8.6. All care team members receive system notifications about the care plan update operation.

8.7. The finalized care plan is also shared with local care sites via TIS.

PEP

8.8. Upon receiving the event natification, PEP retrieves the new care plan instance from FHIR

Repository
Technical Interoperability Suite

8.9. Care plan sharing with local care sites...

Local Care Site

8.10. Upon receiving the care plan from C3DP via TIS, it is processed.

9. Discussion Points:

1. This version of the storyboard does not include all the functionalities proposed in
Requirements Specifications. After first integration attempt, a cross check will be performed
and missing features will be added.

a. PEP related ones:

e This version of the story does not include the patient to add appointment time of a
proposed appointment (a future activity to meet with healthcare provider).

e This version of the story does not include the use of video-conferencing with the
patient. This could for instance be used by the care plan manager to discuss the
care plan with the patient (i.e. an online video appointment).

e This version of the story does not include the use of health coaching. This has
been included in the PARs but on the other hand is not strictly necessary (it is an
optional method to deliver guidance material to enrolled patients).
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